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1 Summary

The Republic of the Philippines is an archipelagic state encompassing approxi-
mately 7,641 islands between the South China Sea and the western Pacific. Its
history is ridiculed with inward-looking threats, and as the Armed Forces enters the
new century, it has shifted into an outward-oriented posture. The Armed Forces

of the Philippines (AFP) must operate across an expansive Indo-Pacific theater,
defending its maritime space, countering cyber risks, and upholding Philippine
sovereignty. From this threat-based perspective, these exigencies make Al a
potential force multiplier across various military functions.

Philippine defense Al is in its infancy, currently focused on methodological as-
pects. Defense-related Al instead appears across frameworks such as the Compre-
hensive Archipelagic Defense Concept (CADC), AFP Modernization (Re-Horizon 3),
the Self-Reliant Defense Posture Revitalization Act (SRDP Act), the National Artifi-
cial Intelligence Strategy Roadmap 2.0 (NAISR 2.0), and the National Cybersecu-
rity Plan. Read together, it is capability-driven and uses deterrence and resilience
to pursue strategic autonomy. It is also human-centric, ensuring decisions remain
in human hands and preserving meaningful human control throughout the oper-
ational cycle. Reliance on American, Japanese, and Australian assistance, along
with other partners, still leaves the Philippines an “Al taker,” so building sovereign
capability is the long-term litmus test of these partnerships.

Development follows the second wave of defense Al, with Command, Control,

Computers, Communications, Intelligence, Surveillance, Target Acquisition, and
Reconnaissance (C4ISTAR) providing the underlying logic and maritime domain
awareness as the clearest entry point. Research and development remain latent
because many civilian research outputs and dual-use technologies have not yet
been operationalized as military capabilities.

Organizationally, defense Al is distributed across a polycentric, multi-agency
system. The DND sets policy and oversees acquisition, the AFP defines operation-
al requirements, and civilian institutions contribute research, infrastructure, indus-
trial support, and expertise. This constitutes a whole-of-nation approach but must
overcome institutional fragmentation and clarify ownership.

Funding remains elusive, as defense Al lacks a dedicated budget and draws on
broader modernization funds, self-reliance programs, civilian research, and foreign
assistance. The funding logic is to produce measurable deterrent value, enabling a
small force to achieve great operational effect relative to the resources committed.
Re-Horizon 3, valued at approximately #2trn (around US$35bn) over ten years, is

6 REIMAGINING HORIZONS



the largest prospective source but remains precarious because of service competi-
tion, appropriation gaps, foreign dependence, and political uncertainties.

Fielding and operating defense Al is emerging in the AFP’s force structure, but its
presence varies across services. The Army is gaining experience through part-
ner-supported exercises; the Air Force is strengthening its ISR, radar, communica-
tions, air defense, and command architecture required for operational Al; and the
Navy has progressed furthest with unmanned systems for maritime surveillance.
Consequently, Al-related training appears in military education, cyber-defense
exercises, unmanned-systems training, certification programs, and allied exper-
imentation, but comparable training outside the uniformed services remains
underdeveloped.

The Philippines must pair reactive measures against immediate threats with proac-
tive efforts to move defense Al beyond methodological deliberation and into full
capability. This effort builds on a sound foundation: modernizing legacy infra-
structure, new legislation, and strengthened institutional cohesion. The need for a
national defense Al strategy governs this transition by unifying existing frameworks
within a whole-of-government-approach. The AFP must reimagine its horizons to
build today what the nation needs to defend tomorrow.

WWW.DEFENSEAI.EU 7
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“The Philippines renounces war as an instrument of national policy...”
1987 Philippine Constitution, Art. II, Sec. 2

The constitutional renunciation of war provides the normative starting point for
any discussion of Philippine defense Al. Such development of military technol-
ogies must be framed in the context of a defensive war, to fight in self-defense,
which forms the very essence of sovereignty. This is because the Constitution
provides that defending the state is the duty of the government and the people.’
This distinction is crucial because the Philippines is in its infancy when it comes
to Defense Al. The first public acknowledgment that the Philippines was actively
studying and integrating artificial intelligence for national defense was in early
2025.% In 2026, President Ferdinand Marcos Jr.? said the Philippines is ready for
the Al era.* Yet, it seems the Philippines has yet to explore concrete defense and
military concepts of Al, with the government still focusing on the methodological
aspect of a defense Al framework. Hence, defense Al in the Philippines is currently
an emerging direction rather than a mature doctrine.

This is partly structural, as the country still has no comprehensive law regulating
artificial intelligence. Governance is largely policy-led and sectoral, with multiple
Al bills still pending in Congress.® The result, at least publicly, is a patchwork of
frameworks and agencies rather than a single, unified defense Al framework.
Therefore, the concepts underpinning a framework for Philippine defense Al
must be construed in light of the country’s socio-political values and inter-agency
alignment.

2.1 Philippine Strategic Culture

Strategic culture refers to deeply rooted security beliefs that shape how a country
understands power, uses military force, and makes foreign and security policy
decisions.® De Castro highlighted that the Philippine strategic culture is grounded
in two geographic factors: archipelagic geography and isolation from continental
Asia, which can be explained through its history. From the viewpoint of Filipino
elites, strategic preferences are framed around the reluctance to allocate sufficient

1 Bernas, “The 1987 Constitution of the Republic of the Philippines,” p.60.

2 Pascual, “AFP Studying Use of Al for Defense.”

3 Marcos’ remarks followed his signing on 13 July 2026 of Updating the Government Data Classification, Establishing a Data Resi-
dency Framework, and for Other Purposes, Executive Order No. 119 (2026), which modernizes government cybersecurity through
unified rules on data classification, residency, and cross-border transfers.

4 Limos, “Marcos Said PH Is Ready for the Al Era.”

5 Ozaeta/Tantoco, “Philippines Artificial Intelligence,” p. 2.

6 This definition adapts De Castro’s conception of strategic culture as deeply entrenched national security concepts while shifting
the focus away from elite preferences to the institutional actors involved in the military.
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resources for national defense, a prevailing tendency to asymmetric approaches to
tackle military challenges, and a tendency to rely on external powers to fill strate-
gic gaps and overcome limitations.’

As an extension of history, the country’s defense Al strategy would primarily focus
on resolving or mitigating inter- and intra-state conflicts. At the center are the
Armed Forces of the Philippines (AFP); they see that Al can provide asymmetric
advantages that enable decisive victory in conflicts or shape strategic competition.
This Technology Theory of Victory guides AFP's approach to defense Al across
land warfare, maritime disputes, and air superiority.® The AFP views defense Al

in two ways: through a threat-based perspective and as a force and capability
multiplier.

Defense Al as a Threat-Based Perspective

From a threat-based perspective, the Philippines is currently transitioning from an
inward to an outward defense posture. Most of the ideation of defense Al would
be a direct response to the fact that its defense environment is shaped by its
history and geography.

Internal Defense Posture: To understand how the Philippine military thinks, one
must trace the history of intra-state conflict dynamics that dictate its internal
defense posture. For more than three centuries, the Philippines was colonized by
Spain, whose control was strongest in Luzon and the Visayas but weaker in the
Muslim-majority south. When Spain ceded the Philippines to the United States

in 1898, the Americans inherited both a Filipino independence movement and a
long-standing conflict with the Moro (Muslim) peoples of Mindanao and the Sulu
Sultanate.? After independence, the Philippine state continued to face internal
armed challenges, including Moro separatist movements, communist insurgency,
and later extremist groups. This internal orientation deepened during the martial
law period in 1972, when the military became closely tied to regime security. After
the 1986 People Power Revolution, the 1987 Constitution was adopted, restoring
civilian control. In 1995, the Armed Forces created its modernization program.
Most insurgencies and extremism persisted into the 21st Century. Thus, during this
time, the Armed Forces of the Philippines were mostly inward-looking, focused

on counterinsurgency, counterterrorism, and domestic stability. Current strategic
challenges are pushing the Philippines’ armed forces to assess capabilities and

7 De Castro, “Examining Philippine Defense Policy from the Aquino to the Marcos Administration.” p. 177.

8 Espina/Blancaflor, “Technological Dominance in the Age of Al: Policy Recommendations for Philippine Land Defense Concepts
and Policy.” p.35-36.

9 Bangsamoro Historical Timeline, “American Occupation and Administration.”
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review joint strategies to address these trends.' This distinction matters because
defense Al broadens the range of military applications supporting the shift toward
an outward-looking defense posture.

Outward Defense Posture: The Philippines’ current external threat environment is
shaped by geopolitical challenges. Most notable is the issue in the West Philippine
Sea'" (WPS) that sits within the South China Sea'?, where the People’s Republic

of China claims most of the territories within its so-called nine-dash line.” In July
2016, the International Tribunal on the Law of the Sea in The Hague awarded its
arbitration ruling in favor of the Philippines, holding that the “nine-dash line” is
incompatible with international law. China continues to reject the ruling, and since
then, tensions have escalated through gray-zone tactics' with the Philippines.

The damages in the WPS conflict are estimated to be #33bn (US$634M) in annual
economic losses,' widespread ecological devastation across thousands of acres of
coral reefs,'® and structural damages to Philippine civilian and naval vessels caused
by Chinese water cannons and ramming incidents."”” What is at stake for the Philip-
pines is maritime security, access to vital fishing grounds, potential offshore energy
resources, and territorial integrity.

It is also compounded by a Taiwan contingency within the First Island Chain."®
Geographically, the Philippines is intertwined with a crisis in Taiwan if tensions
escalate into armed conflict between the PRC and Taiwan (the Republic of China).
It will leave Japan'’s Senkaku/Diaoyu/Diaoyutai Islands vulnerable and elevate the
Philippines” importance as a potential hub for US military access, logistics, and
operational support in the region."

These geopolitical conflicts extend beyond gray-zone tactics and have spill-over
effects into the cyber domain. The AFP Cyber Command recognizes cyber as a
contested domain of military and national security operations. According to the

1

o

Espina/Blancaflor, “Technological Dominance in the Age of Al: Policy Recommendations for Philippine Land Defense Concepts

and Policy.” p.36.

Naming the West Philippine Sea of the Republic of the Philippines, and for Other Purposes, Administrative Order No. 29 (2012),

defines the West Philippine Sea as “the maritime areas on the western side of the Philippine archipelago ... includ[ing] the

Luzon Sea as well as the waters around, within and adjacent to the Kalayaan Island Group and ... Scarborough Shoal.”

12 The South China Sea is the maritime area bounded by the Asian mainland and Malay Peninsula to the west; the Singapore and
Malacca Straits, Sumatra, Bangka-Belitung, and Borneo to the south; the western coasts and islands of the Philippines and
Taiwan to the east; and a line from northern Taiwan to China's Fujian coast to the north. See also: International Hydrographic
Organization, “Limits of Oceans and Seas,” pp. 30-31.

13 The nine-dash line refers to China’s claims that appear on some Chinese official maps of disputed claims in the South China

Sea. See: Permanent Mission of China to the United Nations, Note Verbale CML/18/2009, attached map.

This study defines grayzone tactics as the use of both non-military and quasi-military tools to attack, weaken, destabilize, and

exploit vulnerabilities of the target state that fall below the threshold of an armed conflict.

15 Enano/Ocampo, “Cost of China Damage to PH Reefs: P33B a Year.”

16 Southerland, “China’s Island Building in the South China Sea: Damage to the Marine Environment, Implications, and Internation-
al Law.”

17 Lariosa, “Chinese Cutters Ram Philippine Fishery Vessels in Spratly Islands.”

18 This study defines the first island chain as roughly the arc of neighboring archipelagic states that include Japan, Taiwan,
portions of the Philippines, and Indonesia.

19 Laird, “Shaping a Porcupine Defense Strategy for the Philippines: The Role of Maritime Autonomous Systems,” pp. 1-7.
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AFP, cyber espionage is a growing concern, with Advanced Persistent Threats
(APTs) being enhanced by Al and Machine Learning (ML). In June 2024, the
Department of Information and Communications Technology (DICT) reported

that Chinese threat group APT41 was likely responsible for cyberattacks targeting
the Philippine Coast Guard's (PCG) online platforms based on matching tactics,
techniques, and procedures (TTPs).? Philippine officials also disclosed in 2025 that
foreign actors had repeatedly attempted to access intelligence-related informa-
tion, showing the persistence of cyber-enabled espionage.”’

Beyond state-sponsored intrusions, cyber continues to permeate within the civilian
sphere, with a threat landscape that includes scams, phishing, identity theft, data
breaches, ransomware, website defacements, misinformation, and attacks against
government systems.?? Of particular concern is the growing use of Al to enhance
cyber and information operations. Disinformation remains a major challenge for
the Philippines, with generative Al creating more sophisticated fake news and
deepfakes. In response, the government has increasingly focused on countering
Al-enabled content manipulation and encouraging public vigilance.?

2.2 Related Frameworks and Capstone Documents

Although Philippine defense documents do not articulate a defense Al strategy,
their discussion of national security challenges provides a starting point on which
defense Al initiatives are likely to develop. It is embedded in most government
frameworks, legislation, and capstone documents. The Department of National
Defense is still on the methodological aspect of creating a framework for defense
Al. As it stands, the current emphasis accentuates modernization, territorial de-
fense, and cybersecurity, as well as addressing broader challenges in non-defense
sectors.

The proposed Senate Bill No. 25, known as the “Atrtificial Intelligence Regulation
Act (AIRA),” is yet to be passed and is in its early stages?, but it defines Al as
“systems that allow machines to think like humans, such that they can display
intelligent behavior by analyzing the data and taking actions with some degree of
autonomy to achieve specific goals.?>”

20 Rappler, “Chinese APT behind Cyberattacks on PH Coast Guard - DICT Official.”

21 Lema/Flores, “Philippines Reports Foreign Cyber Intrusions Targeting Intelligence Data, but No Breaches.”

22 CYFIRMA, “Philippines Evolving Cyber Threat Landscape 2025-2026."

23 Castillo, “Executive Policy Brief Exploring the Applications of Artificial Intelligence in Defense: Considerations for the Philip-
pines,” pp. 5-10.

24 0Ozaeta/Tantoco, “Philippines Artificial Intelligence,” p. 2.

25 Avrtificial Intelligence Regulation Act (Aira). pp. 2-3.
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The Comprehensive Archipelagic Defense Concept (CADC) is the Philippines’ first
high-level defense plan established by the Department of National Defense (DND)
with archipelagic defense as its main principle. It is in direct response to China’s
increasingly aggressive behavior in the South China Sea. Defense Al strategy
would likely emerge from the principles of the CADC, which include: Deterrence,
Resilience, Capability, and Strategic Autonomy.?* However, an important caveat

is that information about the CADC remains sparse and is likely to be subject to
improvisation as it evolves over time, and as of this writing, references to defense
Al would likely be embedded within broader concepts.?’

Among these principles, deterrence occupies a central place in Philippine de-
fense planning. The AFP conceptualizes deterrence as influencing an adversary’s
decision-making by raising the expected costs of aggression beyond its potential
benefits. It is thought of in terms of denial and punishment. The AFP operational-
izes these concepts through three complementary approaches:#

= Deterrence by presence, whereby the mere presence of forces introduces
uncertainty and potential costs for a prospective aggressor;

= Deterrence by defense, in which credible defensive capabilities create a realis-
tic prospect of repelling an attack; and

" Deterrence by retaliation, whereby the AFP possesses the ability to impose
costs on an adversary through strikes against its territory or critical assets.

This is most apparent in maritime domain awareness, where “naming and sham-
ing” strategies are used against China in the South China Sea to expose Chinese
illegal activities and place pressure diplomatically and publicly.? Complementing
deterrence are resilience, the capacity to withstand and recover from military, eco-
nomic, and grey-zone pressures; capability, the transition toward a more techno-
logically advanced and multi-domain force; and strategic autonomy, the ability to
maintain an independent defense posture while balancing external partnerships.

The established legislative framework for the Philippine defense sector is embod-
ied in Republic Act No. 10349 or the Revised AFP Modernization Act. It amended
Republic Act No. 7898, the original 1995 AFP Modernization Act, by updating
the Armed Forces of the Philippines modernization program for another 15-year
implementation period beginning in 2013. RA 10349 establishes the legal frame-
work for modernizing the AFP so it can better fulfill its constitutional mandate to
defend sovereignty, territorial integrity, and national patrimony. This provides the

26 Interview with Department of National Defense, Philippines, March 2026.

27 Baquisal, “Forward and Seaward: Archipelagic Defence as a Military Strategy for the Philippines,” p. 3.
28 Huntington, “Conventional Deterrence and Conventional Retaliation in Europe,” pp. 20-21.

29 SCSPI, “Assessment of the Philippines’ Maritime Domain Awareness Capabilities.”
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legal pathway through which future Al-enabled capabilities could be developed
and funded.

In line with this, the current mandate of the military is the AFP Modernization Pro-
gram or Re-Horizon 3, which outlines the military’s defense-capability priorities. In
January 2024, AFP Chief of Staff Lieutenant General Romeo Brawner announced
that the Marcos administration had approved funding for Horizon Three, which

is the final phase of the 18-year modernization program. Reflecting the broader
shift toward archipelagic defense, this phase prioritizes acquiring maritime and air
assets, including additional ships, aircraft, and radar systems.®

Additionally, the Republic Act No. 12024, or the Self-Reliant Defense Posture
Revitalization Act, was enacted to strengthen the domestic defense sector with
incentives such as tax breaks and government-backed financing. It is focused on
developing weapons and ammunition; land, sea, and air vehicles; communication
and surveillance systems; and emerging technologies such as drones and cyberse-
curity tools.?’

The National Atrtificial Intelligence Strategy Roadmap outlines the broader national
Al framework. This was spearheaded by the Department of Trade and Industry
(DTI) to position the country as a regional Al powerhouse. DTl frames Al as a
catalyst of national competitiveness, economic transformation, and sectoral mod-
ernization. The framework provides a guide for developing the civilian tech base
from which Al defense will emerge, leveraging the broader national Al ecosystem,
including research institutions, skilled workers, digital infrastructure, industry part-
nerships, and governance.*

The National Cybersecurity Plan makes this connection clearer by defining cyber-
security beyond the traditional confidentiality, integrity, and availability framework,
expanding it to include non-repudiation, authenticity, privacy, and safety. The
Defense-Al connection here is that this plan sets out the conditions of the data
environment and cyber infrastructure. It is creating a “trusted, secure, and reliable
cyberspace for every Filipino.”33

30 De Castro, “Supporting the Philippines in Kickstarting the Comprehensive Archipelagic Defense Concept (CADC) - The Role of
the US-Australian Alliance,” p. 1.

31 Reyes, “Philippines Accelerates Support for Domestic Defense Industry.”

32 DTI, “NAISR 2.0."

33 DICT, “National Cybersecurity Plan 2023-2028."
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2.3 Normative Defense Al Standpoint

Much of the normative thinking of Al can be traced back to the doctrines and
philosophies of the Armed Forces. Military strategy is threat-based and shaped
by the current internal and external security environment. Defense Al is there to
bolster both the methods and the outcomes.

In general, the Army interprets®* modern warfare through four levels: strategy®
sets objectives and resources; operations® organize campaigns; tactics® win
engagements; and operational art® connects strategy to tactical action by con-
centrating combat power against the enemy’s center of gravity.*” Applied to Al,
strategy defines objectives, resources, and governance; operations organize data,
systems, and workflows; tactics employ Al in specific tasks; and operational art in-
tegrates these elements to concentrate Al-enabled capabilities at decisive points.

Based on basic doctrine, any national defense strategy framework in the Philip-
pines would be derived from national security interests, national values, interna-
tional obligations, related national policies, and the Philippine Constitution. Two
key concepts form part of the national defense framework: comprehensive security
and national self-reliance.

Comprehensive security holds that national security has many dimensions, in-
cluding military and defense, as well as five elements of Philippine society: po-
litical stability, social cohesion, economic prosperity, cultural development, and
technological advancements.*® National self-reliance implies how defense policy
promotes domestic materiel and technology development to reduce dependence
on foreign sources and strengthen the local defense industry, while determining
which weapon systems and components should be produced locally or acquired
abroad.”’

34 Although articulated in Philippine Army doctrine, this framework offers a useful point of departure for examining how warfare
may be conceptualized across the wider AFP.

35 Strategy in the higher echelon involves objectives, concepts, and means, affecting military engagements across various
conditions.

36 Operations employ military forces through coordinated campaigns and major actions, including movement, attack, defense,

maneuver, and sustainment, to achieve strategic and operational objectives.

Tactics are how brigades and smaller units turn combat power into victory by maneuvering for position, using fires to exploit

that, and sustaining forces during battles.

38 Operational art translates strategy into operational design and tactical action, employing joint, service, combined, and intera-
gency forces. Its core is identifying the enemy’s center of gravity, the source of strength or balance, and concentrating superior
combat power there for decisive success.

39 Philippine Army, “Philippine Army Basic Doctrine,” pp. 3-7 - 3-9.

40 Philippine Army, “Philippine Army Basic Doctrine,” p. 2-4.

41 Department of National Defense, Implementing Guidelines, Rules and Regulations of the Armed Forces of the Philippines Mod-
ernization Program, Department Circular No. 1 (2000).

3
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For Al to integrate into the Armed Forces, it must be consonant with the core
values: love of country, valor, honor, loyalty, duty, and solidarity.*? This alignment
is necessary because Al will influence military decisions, operations, and organi-
zational practices, making it essential that technology reinforce the professional
military ethos that guides soldiers’ conduct. Consequently, love of country frames
Al as a tool for protecting sovereignty and the people, not as an end in itself.
Honor and valor require integrity, transparency, accountability, and candor about
the limits of algorithmic systems. Loyalty ensures that Al remains subordinate to
the chain of command, civilian authority, and national policy. Duty emphasizes
that Al may aggrandize military effectiveness, but it cannot displace the soldier’s
responsibility to exercise judgment. Finally, solidarity suggests that Al adoption
must be institutional, trained, interoperable, and oriented toward strengthening
the whole force rather than creating isolated pockets of technological advantage.

The Intent Layer

In addition, defense Al must serve the AFP’s military objectives. The goal is not
to adopt technology for its own sake; it is meant to achieve specific defense
outcomes. Without this discipline, technological novelty may displace capability
needs and direct resources toward systems with little operational value. Such
investments are difficult to justify when their benefits are not commensurate
with their costs or when they fail to address the country’s most pressing security
challenges.

Any defense Al initiative should ultimately contribute to one or more of the AFP’s
core missions: first, decisively defeat all armed internal security threats; second,
maintain territorial integrity and defend the national territory; third, protect the
Exclusive Economic Zone (EEZ); fourth, contribute to regional peace and stability;
and fifth, support and assist lead government agencies within the AFP’s capabili-
ties, as directed by the national authorities, in the conduct of socio-politico-eco-
nomic development programs; response to national emergencies; and enforce-
ment of maritime laws.*3

However, alignment with military objectives alone is insufficient. Defense Al must
also support the strategic logic through which the AFP seeks to achieve those
objectives. The National Military Strategy operationalizes the AFP’s objectives
through four strategic elements. First, proactive posture means the AFP gains and
maintains initiative by shaping events through vigilant monitoring and deliberate
planning, which addresses the role of Al in influencing the turn of events rather
than reacting to them. Second, focus and contain when the AFP concentrates

42 Philippine Army, “Army Core Philosophy,” pp. 2-1 - 2-7.
43 Philippine Army, “Philippine Army Basic Doctrine," p. 2-6.
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limited resources on priority objectives while keeping other threats manageable
until resources can be redirected potentially refers to Al for advanced resources
management and operations planning. Third, leverage alliances by maximizing
security arrangements with allies, such as the United States, while developing
external defense capabilities addresses the role of Al in coalition warfare and thus
underlines key aspects such as interoperability and data-sharing mechanisms.
Lastly, retool the force as the AFP continuously updates its capabilities to address
existing and emerging security challenges involving Al.4

Similarly, defense Al should reinforce the Army’s strategic concepts of strategic
flexibility, asymmetric warfare, comprehensive approach, and total force.*® Al has
the potential to improve the rapid allocation of forces and resources, support
asymmetric advantages against stronger adversaries, integrate information across
multiple domains and agencies, and facilitate coordination among military units,
government institutions, and international partners.

Therefore, these military values, objectives, strategies, and concepts provide the
foundational framework to set the goals of what the AFP wants to achieve with
defense Al. They establish why the military exists (values and purpose), what it
seeks to accomplish (objectives), and how it intends to accomplish those objec-
tives (strategy and concepts). This is the language by which threat-based perspec-
tives, as an extension of these underlying military priorities, translate Al as a force
multiplier.

Defense Al as a Force Multiplier

The AFP interprets Al as a capability multiplier. In terms of the current state of Al
defense, it is a transitional, capability-driven modernization effort, but it remains
secondary as Al is not a standalone priority. The intent layer of Philippine defense
Al moves from threat-based modernization toward Al as a force multiplier.

The AFP is not yet a fully developed Al-driven military force, but it is laying the
groundwork by strengthening its core capabilities and gradually incorporating Al
into its functions. Al, as an enabling technology, can be seen enhancing opera-
tional effectiveness across multiple domains. These key areas include territorial
and maritime defense, disaster response, cyber defense, data analytics, decision
support functions, and the procurement of air assets and radar systems. Further-
more, Al's supporting role is evident in the enhancement of C4ISR* systems (see
in particular chapter 3.2), particularly through data integration and analytics; cyber

44 Philippine Army, “Philippine Army Basic Doctrine,” pp. 2-6 - 2-7.
45 Philippine Army, “Philippine Army Basic Doctrine,” p. 2-7.
46 C4ISR: Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance
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defense, including anomaly detection and network monitoring; intelligence pro-
cessing, especially in support of open-source intelligence; and emerging applica-
tions in logistics and sustainment optimization. Thus, this gradual incorporation is
already visible even without a formal doctrine and is being used informally across
different units in the AFP.

For the AFP Cyber Command, Al is receiving the most attention in cyber opera-
tions, especially in intelligence gathering and information dissemination, where

it serves as a tool to identify threats and enhance situational awareness. As Al
becomes more relevant to cyber defense and intelligence processing, it also
becomes more sacrosanct to C4ISR.*” It helps personnel and leadership make
better decisions by combining data from Al tools and keeping them aware of what
is happening in real time. On the defensive side, Al tools are employed to detect
threats, monitor anomalies, and simulate cyberattacks to uncover vulnerabilities.
There is a significant push toward cyber defense in which Real-Time Threat Detec-
tion and Response, Endpoint Detection and Response (EDR), Intrusion Prevention
and Deception Technology are becoming essential for protecting critical military
infrastructure.*

The majority of Al usage is in administrative and decision-support roles, with com-
mercially available tools, especially generative Al, that help with everyday tasks
such as writing reports, conducting research, and organizing information. This
suggests that Al use in the AFP is emerging first through practical and ubiquitous
applications.*

2.4 Human-Centric Understanding and Regulatory
Preferences

A distinct feature of Philippine strategic culture is its commitment to internation-
al law and the peaceful conduct of relations among states. This commitment is
reflected in Article Il, Section 2 of the 1987 Constitution, which “adopts generally
accepted principles of international law as part of the law of the land and affirms
the country’s adherence to the principles of peace, justice, freedom, cooperation,
and amity among nations”. As a result, international legal and humanitarian norms
occupy a prominent place in Philippine security policy and military practice.

47 Dumalag, “PH, US Discuss Cybersecurity, Al Cooperation.”
48 Interview with AFP Cyber Command, Philippines, April 2026.
49 Interview with AFP Cyber Command, Philippines, April 2026.
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The Philippines’ position on military Al was discussed during the Arria-Formula
Meeting on 4 April 2025, which affirmed that existing international law, including the
UN Charter, international humanitarian law, and human rights law, fully applies to Al
applications in the military domain throughout their entire life cycle. The Philippines
maintains that the use of Al in military applications should be guided by clearly
defined principles of behavior, existing international norms, and their underlying
values, while emphasizing that such guidelines should not impede the development
and adoption of legally binding rules governing the use of Al in military contexts.*

Thus, the Philippines’ understanding of Al is shaped by a broader ethical environ-
ment. Defense Al should remain consistent with international humanitarian law,
human rights obligations, and the broader principle that military effectiveness must
be balanced with the protection of human dignity and the minimization of harm.

This human-centric orientation is also reflected in the ethical frameworks adopted
under the National Al Strategy. Most government sectors are expected to align
with both the UNESCO Recommendation on the Ethics of Artificial Intelligence
and the ASEAN Guide on Al Governance and Ethics. For defense Al, these
frameworks outline several ethical principles: human control and responsibility;
proportionality; safety and security; robustness and reliability; accountability and
traceability; mission-appropriate transparency; privacy and data governance; and
adaptive oversight.

At the center of these principles is meaningful human control. The Philippines
endorsed the 2024 REAIM Blueprint for Action and the 2026 A Corufia Declara-
tion, REAIM Pathways to Action. This is the starting point that human beings must
retain meaningful authority over decisions involving the use of force, and that re-
sponsibility for those decisions cannot be delegated entirely to machines. Human
judgment, therefore, remains central to the operation of Al-enabled military
systems. Meaningful human control, the Philippines argued in a 2023 document
for the United Nations, encompasses several dimensions:

First, operators must be able to redefine or modify a system’s objectives and
missions, adapt it to changing circumstances, and deactivate, abort, terminate,
or otherwise interrupt its operation when necessary. Second, operators must
be able to limit the scope and scale of a system’s use, including imposing
temporal and spatial constraints and restricting its targeting parameters. Third,
operators must possess sufficient understanding of the system’s functioning

to provide explanations that satisfy legal, operational, and accountability
requirements.”’

50 Mapula, “Arria-Formula Meeting on ‘Harnessing Safe, Inclusive, Trustworthy Al for the Maintenance of International Peace and Security.”
51 UNODA, “Inputs From the Philippines,” p. 2.
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This is most visible in the Philippine position on Fully Autonomous Weapons
Systems, where the core concern is that decisions over life and death must not
be delegated to machines.>? The Philippines then considers the Convention on
Conventional Weapons (CCW) a suitable framework for addressing potential
risks posed by autonomous weapon systems. This includes a new protocol that
would impose bans and regulations on these systems, especially regarding their
possible acquisition by armed non-state actors.*® This caution also extends to the
data environments that make Al possible. The Department of National Defense,
for instance, banned military personnel from using Al-powered photo genera-
tor applications because of risks related to identity theft, data exploitation, and
espionage.>

These considerations suggest that the Philippine approach to defense Al is hu-
man-centric. Al is viewed as a tool that must remain subordinate to human judg-
ment, legal responsibility, and human dignity.

2.5 Thinking with International Partners

International defense partnerships are central to shaping the Philippines’ approach
to defense Al. More technologically mature partners provide exposure to foreign
Al solutions, training, interoperability requirements, and operational practices. In
this regard, the Philippines may be described as more of an Al taker than an Al
maker: it learns from, adapts to, and selectively absorbs the concepts and stand-
ards of its partners.

Key international partners include the United States, Japan, and Australia, along
with contributions from ASEAN members, European partners, South Korea,
Canada, and India. To analyze these international partnerships, one must ask how
international partners think about defense-related initiatives. One way to explain it
is by examining existing treaties, joint declarations, and agreements. This provides
a baseline for any defense Al initiative.

United States of America

The Philippines’ only treaty ally is the United States, formalized through the 1951
Mutual Defense Treaty. The 1999 Visiting Forces Agreement provides the legal

52 Sygaco, “Lethal Autonomous Weapons.”

53 UNODA, “Inputs From the Philippines,” p. 1.

54 Associated Press, “Philippine Military Ordered to Stop Using Artificial Intelligence Apps Due to Security Risks”; Nepomuceno,
“Teodoro Warns Defense, Military Personnel on Using Al Photo Generators.”
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status of U.S. military forces in the Philippines. Both countries expanded coopera-
tion by increasing the number of US bases accessible to US forces under the 2014
Enhanced Defense Cooperation Agreement and by adopting the 2023 Bilateral
Defense Guidelines that clarified the treaty’s implementation. The EDCA “facili-
tates humanitarian assistance and disaster relief in the Philippines and the region;
improves opportunities for bilateral training; and supports the long-term modern-
ization of the country as it works to establish a minimum credible defense”.>® They
call for more interoperable defense platforms, improved cyber defense, cooper-
ation in space and cyber domains, stronger procedures for protecting classified
information, and more timely information sharing.%

The Philippines remains one of the largest recipients of US military assistance in
the Indo-Pacific, receiving support through Foreign Military Financing and the
Indo-Pacific Maritime Security Initiative. The Trump administration has reaffirmed
its “ironclad” commitment to the alliance while continuing military, economic, and
public health assistance programs.>” US investments are promising as Washington
is eyeing the Luzon Economic Corridor and Pax Silica.

The most consequential addition to this architecture is the General Security of
Military Information Agreement (GSOMIA), signed in November 2024. GSOMIA
establishes a legal framework for protecting classified military information ex-
changed between the two countries and is intended to facilitate more advanced
sharing of defense information and technology.®® The 2024 Philippines—-United
States 2+2 Ministerial Dialogue linked GSOMIA with the Communications and
Information Security Memorandum of Agreement (CISMOA), presenting the two
instruments as foundations for timely information exchange, communications
security, and defense-technology cooperation.**

Through these long-standing alliance mechanisms, the United States exposes the
AFP to emerging technologies and operational concepts that increasingly involve
Al-enabled systems. These include joint exercises such as Balikatan and Salak-
nib,%® alongside cyber-defense engagements and interoperability programs. This
provides the AFP with opportunities to observe how advanced militaries integrate
C4ISR capabilities, unmanned systems, and cyber operations into modern defense
practice.

55 Piekos, “The Philippines: Background and U.S. Relations,” p. 12.

56 United States Department of Defense, “U.S.-Philippines Bilateral Defense Guidelines,” pp. 1-2.

57 Piekos, “The Philippines: Background and U.S. Relations,” p. 2.

58 United States Department of Defense, “Joint Press Release on the Visit of U.S. Secretary of Defense Austin to the Philippines.”

59 United States Department of Defense, “Joint Statement on the Philippines-United States Fourth 2+2 Ministerial Dialogue.”

60 Balikatan and Salaknib are annual bilateral military drills between the AFP and the United States military. The Balikatan drills
are designed to enhance military interoperability, combat readiness, and tactical proficiency, while Salaknib involves complex,
multi-domain operations including live-fire events, counter-mobility operations, jungle warfare training, aviation support, and
electronic warfare. See: Estrada, “US Army, Philippine Allies Test Advanced Warfare Capabilities at Balikatan 2026”; Estrada,
“Salaknib 2026: 25th Infantry Division Synchronizes Split-Operations across Pacific for Lightning Surge 4.”
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These arrangements create the most comprehensive bilateral gateway available to
the Philippines and offer the strongest foundation for defense Al, but its Al-specif-
ic governance layer remains underdeveloped.

Japan

Japan'’s defense relationship with the Philippines has deepened through an accre-
tion of agreements that have moved cooperation beyond conventional capacity
building and toward sustained operational and technological cooperation. The
2016 Agreement Concerning the Transfer of Defense Equipment and Technol-
ogy created a government-to-government mechanism for transferring defense
equipment and associated technology and provides a pathway for Al-enabled
components.®’ Japan’s strategic diplomacy with the Philippines is also shaped by
rising tensions in the Indo-Pacific. Driven by shared concerns about China, Japan
promotes stability and the rule of law, aligned with its Free and Open Indo-Pa-
cific vision. Tokyo's capacity-building initiatives, including the transfer of defense
equipment and joint exercises, have strengthened Manila’s maritime security.®2
This deepening of security ties is established through the Reciprocal Access
Agreement (RAA) in 2024, a bilateral defense pact that allows troops from both
nations to enter each other's territories for joint exercises, training, and disaster
relief, improving interoperability.®* Japan continues to engage with Manila through
radars, patrol assets, access agreements, logistics pacts, destroyer transfers, and
missile exercises.®*

Another is logistics, as outlined in the Acquisition and Cross-Servicing Agreement
signed in January 2026. This arrangement facilitates the reciprocal provision of
supplies and services during approved cooperative activities. Japan and the Phil-
ippines also began formal negotiations in 2026 for an agreement governing the
protection of classified military information.¢®

Defense Al is most visible in training and exercises, capacity-building initiatives, and
defense technology cooperation with Japan. It is evident in areas such as emerging
technologies, cybersecurity, maritime domain awareness, and ISR. Japan also pro-
vides training on interoperability standards, intelligence sharing, and cyber defense,
further familiarizing the AFP with technology-enabled military operations.®

6

iy

Government of Japan/Government of the Republic of the Philippines, “Agreement Concerning the Transfer of Defense Equip-

ment and Technology,” arts. I-1ll.

62 Basu/Gill, “Strategic Diplomacy in the Indo-Pacific: The Case of Japan and the Philippines.” p. 2

63 Embassy of Japan in the Philippines, “Exchange of Diplomatic Notes for Entry into Force of the Japan-Philippines Reciprocal
Access Agreement”; Japan/Philippines, “Agreement Concerning the Facilitation of Reciprocal Access and Cooperation between
the Self-Defense Forces of Japan and the Armed Forces of the Philippines.”

64 Malindog-Uy, “From ODA to OSA: Japan’s Warship Diplomacy Comes to Manila.”

65 Japan Ministry of Defense, “Japan- Philippines Defense Ministerial Meeting (Joint Press Statement).”

66 Interview with AFP Cyber Command, Philippines, April 2026.
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United States-Japan-Philippines Trilateral Cooperation

The trilateral contributes to the enabling conditions for defense Al by strength-
ening cooperation in critical and emerging technologies, digital infrastructure,
cybersecurity, and semiconductor development. One significant area of coopera-
tion is the development of Open Radio Access Network (Open RAN) infrastructure
in the Philippines. Through joint investments and technical assistance, the three
countries seek to promote open, interoperable, secure, and trusted communi-
cations networks. The Cyber and Digital Dialogue further supports this adoption
by enhancing cybersecurity cooperation and digital resilience. Secure cyber
infrastructure is essential for protecting Al systems, maintaining data integrity, and
enabling trusted information sharing among partners. Additionally, the frame-
work’s semiconductor workforce development initiatives contribute to the long-
term sustainability of Al capabilities. By expanding access to advanced technical
education and strengthening semiconductor supply chains, the partnership helps
build the human capital and technological base necessary to support future Al
development and deployment.*’

More recent initiatives under the Luzon Economic Corridor further reinforce these
objectives by promoting investment in Al and semiconductor-related industries,
strengthening critical infrastructure, and encouraging collaboration among Philip-
pine, Japanese, and American firms. The Philippine government’s efforts to seek
Japanese support for developing its Al industry, particularly in areas involving
locally adapted Al models and proposals to involve Filipino talent in Al-focused
companies and research institutions further strengthen the country’s technological
and Al capabilities.®®

Commonwealth of Australia

Australia’s shared history in defense and security has culminated in a focus on
stability, maritime security, counterterrorism, and cooperation to address threats
to regional security. The 1995 Memorandum of Understanding on Cooperative
Defence Activities provides the longstanding framework for bilateral defense
engagement, while the 2012 Status of Visiting Forces Agreement establishes

the legal conditions under which Australian and Philippine forces may operate in
each other’s territory. The Enhanced Defence Cooperation Program in 2019 sets
the long-term trajectory of engagement, focusing on military professionalism,
counter-terrorism, humanitarian assistance, disaster relief, and maritime security.®’

67 Republic of the Philippines/Japan/United States, “Joint Vision Statement from the Leaders of Japan, the Philippines, and the
United States,” pp. 3-4.

68 Horikoshi, “Japan, US, Philippines to Hold September Investment Forum for Manila Al Hub 3 Nations to Cooperate on Bolster-
ing Supply Chains for Chips and Developing LNG."

69 Australian Government Department of Foreign Affairs and Trade, “Philippines Country Brief."
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This was further reaffirmed in a Joint Declaration on a Strategic Partnership in
2023.7° In December 2025, the Philippines and Australia held their inaugural Cyber
Dialogue under the 2024 MOU on Cyber and Critical Technology Cooperation,
which provides a framework for information sharing, cyber and critical technology
cooperation, strengthening the digital economy, and multilateral coordination.
The discussion focused on cyber resilience, critical technology development, Al
safety, and capacity building, reflecting both countries’ commitment to strength-
ening digital security and technological cooperation.”

Additionally, the Indo-Pacific Partnership for Maritime Domain Awareness (IPMDA),
involving Australia, India, Japan, and the United States, is recognized as a Quad
initiative that provides regional partners with maritime information, technology,
and training through existing information-fusion and national mechanisms. The
Quad describes it as providing near-real-time, integrated, and cost-effective
maritime-domain-awareness information and reported in 2024 that more than two
dozen countries had received access to dark-vessel data.”

The AFP recognizes that Australia supports the enabling conditions for defense Al
through training, joint exercises, interoperability standards, intelligence sharing,
and broader defense cooperation initiatives. Its emphasis on cybersecurity, cyber
defense, maritime domain awareness, ISR capabilities, and emerging technologies
contributes to the technological innovation and operational capacity required for
future Al-enabled defense applications.”

Association of Southeast Asian Nations (ASEAN)

ASEAN provides opportunities for the Philippines to engage on Al-related norm
formation and institutional capacity building. President Ferdinand Marcos Jr.
outlined three 3P’s: Peace and Security Anchors, Prosperity Corridors, and People
Empowerment, and identified Al as a cross-cutting priority that underpins its work
across all three pillars, especially for early warning systems, maritime domain
awareness, and humanitarian response.”* The ASEAN Guide on Al Governance
and Ethics is relevant to national policy, and its scope primarily concerns commer-
cial, non-military, and dual-use Al.

Another pathway is the 2025 ASEAN Defense Ministers’ Meeting Joint Statement
on Cooperation in the Field of Artificial Intelligence in the Defense Sector. This

70 Philippines/Australia, “Joint Declaration on a Strategic Partnership between the Republic of the Philippines and the Common-
wealth of Australia.”

71 The Philippine Embassy of Canberra, Australia, “Philippines, Australia Hold Inaugural Dialogue to Strengthen Cooperation in
Cyber and Critical Technology.”

72 Australia et al., “The Wilmington Declaration,” pp. 3-4.

73 Interview with AFP Cyber Command, Philippines, April 2026.

74 Orbista, “Synergies in Philippines, South Korea Vision for ASEAN.”
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statement affirms accountability, compliance with international law, the retention
of human judgment and control concerning the use of force, and the principle that
responsibility cannot be transferred to machines.” It is politically notable because
it places military Al within the formal ASEAN defense process. As ASEAN Chair in
2026, the Philippines can use the ADMM process to advance practical cooperation
on shared terminology, testing and assurance practices, cybersecurity require-
ments, procurement standards, and exchanges concerning Al-related incidents
and risks.

Other International Partners

European Union: The European Union—Philippines Partnership and Cooperation
Agreement provides the broad legal and political umbrella for cooperation. Under
that umbrella, the EU and the Philippines launched a Security and Defense Dia-
logue in June 2025 addressing maritime security, cybersecurity, hybrid threats, and
foreign information manipulation and interference. EU initiatives involving Coper-
nicus Earth observation, CRIMARIO II,7¢ ESIWA+,”” digital connectivity, research
cooperation, and cybersecurity provide civilian or dual-use capabilities that may
support the broader defense Al environment.” Their principal contributions lie in
data access, cyber resilience, regulatory practices, research networks, and techni-
cal standards.

Republic of Korea: The relationship between the Philippines and Korea is character-
ized by a synergistic strategic partnership as outlined in the 2024 Joint Declaration
on the Strategic Partnership. It calls for continued defense engagements under
existing agreements, deeper defense-industry and logistical-acquisition coopera-
tion, and collaboration involving Al, cybersecurity, robotics, 5G, and other emerg-
ing technologies. It also recognizes the implications of Al, cyber capabilities, and
space technologies for international peace and security.””

Canada: The Philippines has historically been a member of Canada’s Military
Training and Cooperation Program since 1998, training over 400 military and
defense personnel.?’ Today, it has identified the Philippines as a priority partner
under its Indo-Pacific defense strategy, creating opportunities for expanded
defense cooperation and capability development. This is underpinned by the
2024 Canada-Philippines Defense Cooperation Memorandum of Understanding

75 ASEAN Defence Ministers, “Joint Statement by the ASEAN Defence Ministers on Cooperation in the Field of Artificial Intelli-
gence in the Defence Sector,” pp. 1-3.

76 Critical Maritime Routes Indo-Pacific

77 Enhancing Security Cooperation in and with Asia

78 European External Action Service Press Team, “The EU and the Philippines Enhance Security Cooperation.”

79 Republic of Korea/Philippines, “Joint Declaration on the Strategic Partnership between the Republic of Korea and the Republic
of the Philippines,” pp. 1-7.

80 Canada National Defence, “Canada and the Philippines Sign a Status of Visiting Forces Agreement.”
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in 2024 and the 2025 Status of Visiting Forces Agreement, which facilitate joint
exercises, interoperability, multinational operations, and future capability devel-
opment projects. Canada is also a major source of Maritime Domain Awareness
data. In October 2023, an agreement was signed during the sixth meeting of the
Canada-Philippines Joint Commission on Bilateral Cooperation.?” The January
2024 Defense Cooperation Memorandum of Understanding established a frame-
work for education, training, capacity building, peacekeeping, and humanitarian
assistance. Canada’s defense agreement architecture has expanded rapidly. The
Status of Visiting Forces Agreement signed in November 2025 would enable
more extensive joint and multinational activities once ratified. In June 2026, the
two countries added a Mutual Logistics Support Arrangement and a Statement
of Intent on Strengthening Defense Cooperation. These instruments facilitate
logistical support during combined activities and provide a roadmap for broader
cooperation in maritime security and the defense industry.?? Canada’s “build-part-
ner-buy” approach emphasizes co-development and industrial collaboration, with
maritime domain awareness identified as a key area of cooperation, including the
development of sensors, artificial intelligence, and autonomous systems. Beyond
maritime security, both countries are also exploring cooperation in cybersecurity,
digital infrastructure, and education, areas that support the broader adoption of
Defense Al capabilities.®

Republic of India: The 2006 Agreement Concerning Defense Cooperation including
the Joint Defense Cooperation Committee created the foundation for cooperation
with India. In August 2025, India and the Philippines elevated the relationship to

a Strategic Partnership and adopted a Plan of Action for 2025-2029. The new
framework calls for deepening cooperation in the cyber domain, including policy
dialogue, capacity building, sharing of best practices, and exchanges of expertise
on digital public infrastructure, financial technology, the digital economy, artificial
intelligence, digital forensics, Computer Emergency Response Team (CERT) coop-
eration, and the protection of critical information infrastructure, as well as capacity
building in digital skills. It also links Philippine institutions with India’s defense
research and innovation ecosystem.?* The Indian Technical and Economic Cooper-
ation (ITEC) program provides the AFP and the Philippine Coast Guard with fully
funded training opportunities in specialized fields such as artificial intelligence,
cyber technologies, maritime law, and data science.®> India and the Philippines
also reaffirmed their commitment to expanding cooperation in energy, maritime
security, Al, and trade as they celebrate 75 years of diplomatic ties.®

81 SCSPI, “Assessment of the Philippines’ Maritime Domain Awareness Capabilities.”

82 Canada National Defence, “Canada and the Philippines Strengthen Defence Partnership with New Arrangement.”

83 Dumalag, “PH Named ‘Priority Partner’ in Canada’s Indo-Pacific Defense Push.”

84 India/Philippines, “Declaration on the Establishment of a Strategic Partnership between the Government of the Republic of
India and the Government of the Republic of the Philippines.”

85 Rocamora, “India-PH Technical Cooperation Trains over 1K Filipinos.”

86 India’s World, “India and the Philippines Strengthen Ties with Focus on Maritime Security and Al Cooperation.”
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Israel. The 2018 Memorandum of Understanding on Defense Industry Coopera-
tion creates the framework for defense acquisition, development, and technology
transfer with Israel. Bilateral cooperation has also been managed through a joint
committee involving the Philippine defense establishment and the Israeli Ministry
of Defense’s International Defense Cooperation Directorate (SIBAT). Currently,
Israel provides the Philippines C4ISTAR capabilities. For the time being, bilateral
cooperation has stalled. In September 2025, the Department of National Defense
stated that it would not enter into new contracts with Israeli defense manufactur-
ers because Israel’s ongoing military operations could lead suppliers to prioritize
domestic requirements, creating supply chain and delivery risks for the Philippines.
Existing contracts would nevertheless continue because the AFP still relies on
Israeli systems that would be costly to replace or decommission.?”

Implications from International Partners

International partners influence the AFP’s thinking on defense Al by exposing it to
norms, standards, skills, and concepts that shape how Al is imagined, governed,
and eventually adopted. This raises questions of self-reliance and how the Philip-
pines can cooperate without becoming overly dependent on partners. Although
the country depends heavily on allies for training, exposure to technology, and
interoperability, it also filters these influences through its own strategic realities to
adapt allied knowledge to local defense needs. Therefore, the long-term chal-
lenge is to convert alliance-based learning into sovereign capacity. Partnerships
should serve as bridges toward local expertise, not substitutes.

Seen this way, the Philippines is “learning Al through partnerships.”® Its defense
Al trajectory is being shaped by allies through exercises, training, cyber coopera-
tion, interoperability, and exposure to advanced systems. However, the strategic
goal cannot be to rely on external dependence. The more sustainable path is to
use these partnerships to build indigenous competence, develop context-specific
applications, and preserve national control over sensitive defense functions. Thus,
the answer to “who shapes whom?” is twofold: international partners shape the
Philippines’ early understanding of defense Al, but the Philippines must shape
these external influences into strategic autonomy.

87 Orcio, “Teodoro: No New Israeli Defense Contracts but PH Army ‘Stuck’ with Israeli Supplier.”
88 See also: Borchert, “The Very Long Game of Defense Al Adoption: Introduction,” pp. 21-26.
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3 Developing
Defense Al
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“If you are in the armed forces and do not embrace
the concept of Al, you have already lost... half the war.”

Gen. Romeo S. Brawner Jr.
Chief of Staff of the Armed Forces of the Philippines

The Philippines is in the early stages of developing defense Al. It is not yet or-
ganized around a single defense Al doctrine and has only an incipient portfolio of
publicly identified military Al projects. Development is emerging in response to
capability gaps in archipelagic defense and modernization needs. The key ques-
tion is which capabilities defense Al is expected to strengthen, and how R&D plays
into this.

3.1 The Development Logic

Philippine defense Al development is understood through the capability® gaps

it is meant to address. It is largely determined by the preparedness of personnel,
equipment, training, and sustainment systems. The Philippine Army already has

a process for developing current and new capabilities by implementing the PA
Capability Development Planning Framework. This capability development frame-
work is embodied in the DOTMPLF-P framework,” which provides a useful lens for
understanding the implications of Al-enabled systems.”’

The Philippines’ current defense problem is defined by scale, scarcity, and speed.
The country must monitor and defend a vast archipelagic space, protect its exclusive
economic zone, respond to gray-zone pressure in the West Philippine Sea, harden
its cyber and information systems, and sustain military operations across dispersed
islands and coastal approaches. At the same time, the AFP remains in the midst of a
long modernization process and must also keep pace with the trends in an evolving
technology landscape and asymmetric warfare. Defense Al serves to bridge these
gaps and extract greater operational value from Al-enabled platforms; therefore,

Al development for the AFP is capability-driven and incremental. It builds on Al as

a force multiplier for the existing defense priorities: archipelagic defense, maritime
awareness, command and control, cyber resilience, unmanned systems, information
security, logistics, disaster response, and modernization in general.

89 Capability refers to the capacity to plan and execute missions to achieve the intended operational effects within a specified environ-
ment, timeframe, and level of readiness, as defined in the Philippine Army Capability Development Planning (CDP) Handbook 2022.

90 DOTMLPF-P: Doctrine, organization, training, materiel, leadership and education, personnel, facilities, and policy.

91 Espina/Blancaflor, “Technological Dominance in the Age of Al: Policy Recommendations for Philippine Land Defense Concepts
and Policy,” p.48.

WWW.DEFENSEAI.EU 29


https://www.defenseai.eu

The legal basis for this direction is the Self-Reliant Defense Posture Revitaliza-

tion Act, or Republic Act No. 12024. The law commits the Philippine state to
developing a domestic defense industry capable of locally producing advanced
weaponry, equipment, and materiel through technology transfer, public-private
partnerships, and local industrial participation. It also directs the government to
allocate resources to defense research and development, technology develop-
ment, innovation, and resilient supply chains. Thus, the law covers defense mate-
riel relevant to a future defense Al ecosystem, including unmanned aerial vehicles,
communication equipment, software, cybersecurity, and other advanced military
technologies.”

The Typical Al Pathway

In general, for any defense initiative, the Department of National Defense (DND)
sets military policy, while the Armed Forces of the Philippines (AFP) implements it.
The government's security sector identifies threats and guides the President, who
issues policies through legislation, judicial, or executive actions. The President,
aided by the National Security Council, formulates the national security strategy,
determining interests, objectives, risks, and coordinating government efforts. The
AFP Chief of Staff develops the military strategy, advises top officials, and directs
Unified Commands to prepare campaign strategies and contingency plans based
on approved guidance.?

The typical pathway for Philippine defense Al initiatives generally follows a
centralized, sequential, and hierarchical process within the existing military and
government system. An Al-related initiative would likely begin with an operational
requirement identified within the AFP, usually at the unit or headquarters level.
Operational units identify capability gaps, emerging mission needs, or potential
solutions that could improve various defense functions.

Once a requirement is identified, the proposal moves through validation and prior-
itization within the AFP chain of command. At this stage, the initiative is reviewed
and refined to ensure that it addresses a legitimate operational need and aligns
with broader AFP and Department of National Defense (DND) priorities, includ-
ing the AFP Modernization Program. The DND and AFP play a noteworthy role

in safeguarding that proposed Al initiatives are consistent with national defense
priorities, modernization objectives, and existing capability development plans.

92 Self-Reliant Defense Posture Revitalization Act, Republic Act No. 12024 (2024).
93 This chapter mainly builds on: Philippine Army, “Philippine Army Basic Doctrine” and interview with AFP Cyber Command,
Philippines, April 2026.
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After validation, the project enters the development or acquisition stage. De-
pending on the nature of the capability, solutions may be developed in-house by
AFP units, supported by government agencies such as the Department of Science
and Technology (DOST) or the Department of Information and Communications
Technology (DICT), pursued through academic or private-sector partnerships, or
acquired through foreign procurement and defense cooperation. For internal ini-
tiatives, offices or relevant AFP units may act as incubators for in-house solutions.
In these cases, the pathway can be more streamlined: units propose, validate, and
develop systems internally before moving to testing and evaluation.

Testing and evaluation then follows. Pilot programs, limited trials, and technical
assessments are conducted by AFP technical units, operational users, and, where
relevant, partner agencies such as DOST. This stage assesses whether the system
is feasible, reliable, secure, and useful in actual or simulated operational condi-
tions. For Al systems, this stage is indicative that performance may depend on
data quality, model reliability, cybersecurity, and the system’s ability to operate in
complex operational environments.

If the system proves viable, it proceeds to funding and approval. Funding may
come from the AFP Modernization Program, Multi-Year Obligational Authority
arrangements, national government allocations, or other budget mechanisms
overseen by the DND and relevant defense authorities. In some cases, niche or
indigenous tools may be fielded more quickly on a limited basis before being
integrated into broader modernization or procurement structures.

The final stage is fielding and integration. Approved systems are deployed to
AFP units or concerned service branches, accompanied by user training, technical
support, and doctrinal incorporation. Integration also requires aligning the Al
capability with existing command structures, operational workflows, data systems,
and decision-making processes. In a more mature pathway, fielding would be
followed by continuous monitoring, updates, and improvement, since Al systems
require iterative refinement.

While this process ensures governance, accountability, and alignment with defense
priorities, it remains bureaucratic and often dilatory. This highlights the need for

a more agile, mission-driven, and innovation-oriented pipeline that enables rapid
prototyping, iterative testing, and faster deployment of Al capabilities in response
to evolving threats. At present, Al adoption appears more advanced in civilian
government services, particularly in automation and data analytics, than in purely
military applications. For defense Al to mature, the AFP and DND may need to
adapt and move beyond traditional procurement and modernization frameworks
to the software-driven, iterative, and fast-changing nature of Al technologies. How
this would be done remains open at the time of writing.
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3.2 C4ISTAR: Building the Core

Most of the use cases for defense Al currently under consideration with the AFP
fall into the category of so-called second wave Al that focuses on correlational
learning, for example, for classification, prediction, data analytics, surveillance sup-
port, and pattern recognition. This reflects the country’s growing interest in using
Al for C4ISTAR, maritime domain awareness, disaster response, and information
operations. However, parts of the Philippine defense sector may still rely on rule-
based digital solutions (first wave Al), particularly where processes remain manual,
bureaucratic, or dependent on predefined decision rules.” When looking at
military Al maturity it is also worth keeping in mind that that developing defense
Al is part of a broader civilian society. It shapes societal expectations and affects
the talent, data, infrastructure, and regulatory experience available to the military.
These factors influence military requirements and the pace of adoption.

If all roads lead to Rome, then defense Al for the Philippines leads to C4ISTAR
capabilities. According to Constancio Espina and Maria Victoria Blancaflor, the
AFP identifies these “revolutions” in Al technology development, which is closely
tied to the defense industry’s R&D:?°

= Situational awareness, where platforms are enhanced with greater perception,
processing, and cognition abilities, can be integrated into intelligence, surveil-
lance, and reconnaissance (ISR) systems.

® Hyper-enabled platforms and people, where humans are integrated with
Al-powered machine interfaces, aim to enhance human performance.

= Al enables new efficiencies in manufacturing, supply chain, and logistics
technologies.

= Connectivity, lethality, and flexibility are enhanced through Al in military com-
munication, navigation, targeting, and strike platforms; and

" Monitoring, manipulation, and weaponization primarily using Al in cyber oper-
ations and in disinformation, misinformation, and malinformation campaigns.

At first glance, defense Al in these domains may appear to be different capability
areas, but they share the same underlying problem: the Armed Forces of the
Philippines must sense its environment, make sense of information, decide what to
do, act in time,” protect its systems, sustain operations, and adapt faster than the
threats it faces. So, the similarities among these domains are the threads that run
directly to the C4ISTAR framework.

94 The US Defense Advanced Research Projects Agency has introduced the three wave Al taxonomy. For more, see: Borchert, “The
Very Long Game of Defense Al Adoption: Introduction,” pp. 6-8.

95 Espina/Blancaflor, “Technological Dominance in the Age of Al: Policy Recommendations for Philippine Land Defense Concepts
and Policy,” pp.40-41.

96 OODA Loop (Observe, Orient, Decide, Act) of John Boyd 1970.
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Maritime domain awareness (MDA) forms the most concrete entry point for
Philippine defense Al. Information on C4ISTAR and its integration with Al is yet to
be documented. This section discusses the Philippines’ current MDA capabilities
and how Al would fit into the picture. In March 2024, President Ferdinand Marcos
Jr. issued Executive Order No. 57 to strengthen maritime security and MDA. It
defines maritime domain awareness as the “effective understanding” of anything
associated with the maritime domain that could affect the country’'s sovereignty,
sovereign rights, security, safety, economy, or environment.”

MDA addresses the military’s first operational problem in an archipelagic envi-
ronment: seeing what is happening across a large, fragmented, and contested
maritime space. Al systems enhance situational awareness, early incident detec-
tion, and prediction at sea. Al surveillance can identify external actors entering

a country’s exclusive economic zone and detect illegal, coercive, or aggressive
activities that violate international law. This data is quickly sent to officials for rapid
response, such as deploying naval or aerial assets. Moreover, machine learning
models analyze vessel movement patterns to predict future scenarios, helping
countries anticipate maritime actions driven by antipathy between rival states.”

The military response is visible in acquisition and external support. The Philippine
Air Force operates C-208B Grand Caravan ISR aircraft originally delivered by the
United States, which provide line-of-sight live data and air-to-ground information
streaming.”” The Philippine Navy received a ScanEagle unmanned aerial system
from the United States for the AFP’s 71st Maritime Unmanned Aerial Reconnais-
sance Squadron, described as the AFP’s leading unit for unmanned maritime ISR
operations.’® The Philippines is also expected to receive additional King Air 360
Extended Range and Cessna 208B ISR aircraft through the U.S. Foreign Military
Sales program, potentially expanding its manned ISR fleet.’" The AFP has also
established part of the information-integration layer through its enterprise-wide
ArcGlIS platform. The AFP uses ArcGIS to analyze and share geospatial information
for mission planning, situational awareness, event security, disaster response, and
interagency coordination. Operations Dashboard for ArcGIS provided planners
with a “real-time common operating picture” during the Feast of the Black Naza-
rene, the 2015 Papal Visit, and APEC 2015 by displaying incidents, road closures,
protests, security deployments, delegate movements, and field reports.'%?

97 Strengthening the Philippines’ Maritime Security and Maritime Domain Awareness.

98 Castillo, “Executive Policy Brief Exploring the Applications of Artificial Intelligence in Defense: Considerations for the Philippines.”
99 Peak, “U.S. Delivers Two C-208B Aircraft to Philippine Air Force.”

100 Lee-Brago, “US Delivers Unmanned Aerial System to Philippine Navy."

101 Lariosa, “Philippines to Receive Surveillance Aircraft via U.S. Foreign Military Sales Program.”

102 Esri, “GIS-Based Security and Disaster Relief in the Philippines.”
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This is why the Philippines has leaned heavily on partner-provided maritime data
systems. The more recent change is the shift from national or interagency dash-
boards toward bilateral and multinational command systems. In November 2024,
the Philippines and the United States signed a General Security of Military Infor-
mation Agreement, or GSOMIA, to improve information sharing and interoperabil-
ity. The two defense departments also broke ground on a new bilateral Combined
Coordination Center and visited a bilateral C2 Fusion Center in Palawan, one

of several built by USINDOPACOM in the Philippines to enhance information
sharing.’®

Since 2021, the United States has provided the Philippines access to SeaVision, a
web-based maritime situational-awareness platform that integrates data from AlS,
satellite synthetic aperture radar, electro-optical imagery, coastal radar, radio-fre-
quency analysis, and other sources. SeaVision also allows users to create rules-
based alerts, anomaly notifications, shared searches, and maritime event filters.'%*
Canada has also provided the Philippines access to its Dark Vessel Detection
system, which provides near-real-time monitoring by using satellite technology
to track vessels that switch off their location transmitters.’® These systems help
address dark vessels, illegal fishing, smuggling, and maritime intrusions, but they
also expose a strategic dependency: the Philippines’ most capable maritime

data streams remain substantially foreign-provided, commercially derived, or
partner-mediated.

Lastly, the same pattern appears in space cooperation. In 2024, the United States
and the Philippines discussed expanded cooperation on space-enabled maritime
domain awareness, including possible Philippine hosting of a U.S. Geological
Survey Landsat ground station and expanded use of SeaVision.'%

While these projects and developments provided important building blocks,
publicly available information does not yet show that the respective components
operate within a single network in which Al would routinely fuse data and sup-
ports operational decisions across services. Philippine C4ISTAR development is
therefore building the connective infrastructure through which defense Al could
operate, but that infrastructure is not yet fully integrated, nationally controlled,
or institutionalized across the force. To build and expand this infrastructure the
Philippines is working in parallel along different lines of effort:

103 United States Department of Defense, “Joint Press Release on the Visit of U.S. Secretary of Defense Austin to the Philip-
pines.”

104 SeaVision, “SeaVision: A Maritime Situational Awareness Tool”; Tran, “Strategic Imperatives for the Philippines’ Indigenous
Space Capabilities.”

105 Associated Press, “Canada Forges Agreement to Help Philippines Track lllegal Fishing Vessels Using Satellite Technology.”

106 Rocamora, “US Considers PH as Location for USGS Landsat Ground Station.”
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= Digital Connectivity and Digital Infrastructure
The systems used for surveillance, data fusion, and command depend on
reliable communications. Therefore, in October 2022, Data Lake signed an
agreement with SpaceX to be Southeast Asia’s first commercial Starlink part-
ner. Starlink is interested in telecommunications systems, including ground
stations and infrastructure for satellite internet.'” President Marcos hailed the
Globe-Starlink partnership as a major step toward inclusive digital access,
bringing satellite-powered mobile connectivity to remote and disaster-prone
areas across the Philippines.

In parallel, the Philippines joined the US-led Pax Silica initiative to develop
digital infrastructure and technologies. The initiative seeks to secure the com-
plete Al technology supply chain, including critical minerals, semiconductors,
advanced manufacturing, computing and data infrastructure, trusted networks,
and Al models, among partner countries. Following the Philippines’ entry in
2026, Manila and Washington announced plans for a 4,000-acre industrial hub
in New Clark City intended to attract Al and semiconductor-related indus-
tries.'® This provides an avenue to augment domestic access to computing
infrastructure, manufacturers, and technology suppliers.

= Developments in Space-Based Capabilities
With a view to expanding the Philippines capabilities for wide-area sur-
veillance, PhilSA's agreements with the National Coast Watch Center, the
Department of National Defense, and DOST-ASTI collaboration will connect
satellite imagery and Automatic ldentification System data with defense users,
establishing cooperation in remote sensing, geographic information systems,
artificial intelligence, and satellite communications.'”” These arrangements
allow analysts to combine vessel-location data with satellite observations to
identify ships operating without transmitters, verify maritime activity, and direct
surveillance assets toward areas requiring closer examination. This capability
could expand through the Multispectral Unit for Land Assessment (MULA),
which was fully assembled and undergoing environmental testing as of June
2026, with a possible launch in April 2027. Its imagery could be processed
through object- and change-detection models, correlated with radar and
vessel-tracking data, and transmitted to operational commands for surveillance
and planning. The approved MULA constellation would increase observation
frequency, while the proposed geostationary communications satellite would
provide a more resilient channel for distributing these outputs across a future

107 SCSPI, “Assessment of the Philippines’ Maritime Domain Awareness Capabilities.”

108 Flores/Lema, “Philippines, US to Build Industrial Hub to Strengthen Supply Chain Security”; United States Department of State,
“Pax Silica.”

109 Philippine Space Agency, “PH to Boost Maritime Security through Space-Enabled Technologies.”
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C4ISTAR network."® However, MULA has experienced delays, and analysts
note that sovereign satellite capacity will matter only if the Philippines can also
build the downstream personnel, data infrastructure, and analytic tools needed
to transform imagery into usable intelligence.™

= Developments in Cyber
In Cyber Operations, the army focuses on defending against cyber threats,
gathering intelligence, and conducting cyber warfare.’? They are exploring
enhanced methods for centralized monitoring through Security Information
and Event Management and Endpoint Detection and Response systems,
which would integrate network data to identify anomalous behavior. Al and
machine learning are being used to analyze patterns in adversary tactics,
techniques, and procedures; identify emerging attack methods; and refine
countermeasures. Meanwhile, the AFP is developing red-team and blue-team
simulations of advanced persistent threats, a centralized Security Operations
Center, standardized threat-intelligence sharing, and a dedicated digital-fo-
rensics capability within the AFP Cyber Command.™” They are still creating
an AFP-informed model for what the Cyber Command still needs to develop:
centralized monitoring, network segmentation, threat-intelligence sharing,
digital forensics, and incident-response procedures are the data and operating
foundations upon which Al-assisted detection would be built.

3.3 Domestic Research and Development

It is also important to note that Philippine R&D efforts, especially with Al, are in
their nascent stages and uneven across sectors. Currently, its contours remain con-
jectural, inferred from military research institutions, civilian Al research, academia,
and international partnerships. Its in-house defense Al approach would likely build
on the NAISR's triple helix model by adding the military and defense as an emerg-
ing fourth pillar, creating a quadruple helix of the military, government, industry,
and academia around defense Al research and development. It is a military-indus-
trial complex that reflects the Philippines’ multi-agency ecosystem.

A key priority of the military is the shift toward indigenous development. President
Ferdinand Marcos Jr. emphasized that the Philippines will “prioritize R&D to devel-
op systems that meet our unique requirements to stay ahead of evolving threats,

110 Philippine Space Agency, “President Marcos Jr. Convenes Philippine Space Council, Approves Programs on Satellite Develop-
ment and Key Space Initiatives.”

111 Tran, “Strategic Imperatives for the Philippines’ Indigenous Space Capabilities.”

112 Philippine Army, “Cyber.”

113 Perefia/Gutierrez, “Silent Saboteurs in National Security: Advanced Persistent Threats and Philippine Cyber Defense,” p. 29-32.
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particularly asymmetrical threats that traditional systems may not be completely
equipped to address.” He framed this approach as a gradual capacity-building
strategy: “we start by strengthening the foundations—the research, the produc-
tion capabilities, and institutional support—then build upwards, layer by layer, until
we have an industry that can stand strong and succeed on its own”.""* Thus, the
priority of the AFP is to actively develop in-house platforms and tools that lever-
age Al's specific advantages in its geopolitical context.

In the non-defense sector, the DTI's Al Roadmap identifies three implementation
considerations that are also relevant to the development of Philippine defense Al.
First, digitization and infrastructure provide the digital foundation for Al by improv-
ing connectivity, data accessibility, and computational capacity. Second, workforce
development ensures that the current and future labor force can be bolstered to
support Al adoption through reskilling, upskilling, and Al/data science training.
Third, Al governance and ethics establish the regulatory and normative safeguards
needed to ensure that Al systems are deployed responsibly, transparently, ac-
countably, and fairly.""® These three approaches constitute a whole-of-nation effort
to enhance the country’s research and development (R&D) capabilities.'

The National Artificial Intelligence Center for Research and Innovation (NAICRI),
launched by DOST-ASTI in February 2026, attempts to consolidate fragmented Al
research, computing infrastructure, and capacity-building into a national institu-
tion.”” Meanwhile, Advanced Computing, Analytics, Big Data, and Artificial Intel-
ligence (ACABAI-PH) is described as the country’s most ambitious Al investment,
coalescing various Al platforms, use cases, and engineering skills under a unified
initiative.'®

NAICRI and ACABAI-PH provide the computing and model layer. Its operational
platforms include COARE, the national high-performance computing and cloud
facility; PREGINET, the research and education network; NAIRA, an Al-as-a-Service
hub for computing resources, models, and deployment tools; DIMER, a shared

Al model repository; and iTANONG, a natural-language interface for searching
organizational data in Filipino and other language forms. Under ACABAI-PH,
DOST-ASTI's NAIRA project is also developing reusable Al tools and model re-
positories, while the program has trained more than 400 researchers, government
personnel, and MSME practitioners in its first year.""” These projects are civilian,

114 Marcos, Ferdinand R., Jr., “Speech by President Ferdinand R. Marcos Jr. at the Ceremonial Signing of the Self-Reliant Defense
Posture Revitalization Act.”

115 DTI, “NAISR 2.0, p. 30.

116 Arayata, “DOST Chief: Whole-of-Nation Approach Key to Advancing R&D Capabilities.”

117 DOST, “DOST to Launch NAICRI - the PH Central Hub for Al Research, Advanced Computing, and Innovation.”

118 Valcorza, “DOST Marks First Year of Al Flagship Program with R&D Prototypes, 400+ Trained, and a National Al Center
Launched.”

119 DOST-ASTI, “Launch of the National Artificial Intelligence Center for Research and Innovation.”
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but they illustrate how Philippine Al R&D is moving toward real-time data inges-
tion, localization, classification, and decision support.

For maritime domain awareness, DOST-ASTI's Synthetic Aperture Radar and
Automatic Identification System for Innovative Terrestrial Monitoring and Maritime
Surveillance (or SAR with AlS) uses NovaSAR-1 satellite data to combine radar im-
agery with AlIS data for terrestrial monitoring and maritime surveillance in priority
areas. It also supports simultaneous ship detection, all-weather radar imaging,

oil spill monitoring, agriculture, and maritime-terrestrial surveillance. Its SIYASAT
portal visualizes radar imagery and AlS data and can develop vessel risk indices
using archived AlS records.'® This is the closest publicly documented Philippine
R&D effort to automated maritime sensing, which combines satellite imagery, AlIS
correlation, risk scoring, and a secure data portal for partner agencies.

Another R&D stream is remote-sensing Al. DOST-PCIEERD's SkAl-Pinas program,
led by UP Mindanao with DOST-ASTI’s participation, was designed to bridge the
gap between the country’s sizable volume of remote sensing data and its limited
capacity for systematic processing. Its Automated Labeling Machine-Large Scale
Initiative created an Al knowledge base comprising experts, protocols, model
repositories, and labeled imagery for remote-sensing workflows.'?' DOST-AS-

TI's ASTI-ALaM project continues this work by building optimized workflows for
machine learning and neural network model development, an online model store,
and tools for mapping and computer vision tasks using satellite-captured image-
ry."?? In practical terms, this is the data preparation layer: labeled imagery, model
repositories, and reusable workflows are necessary before vessel detection, coastal
change monitoring, infrastructure mapping, and anomaly detection can be auto-
mated at scale.

At the geospatial decision-support layer, Geospatial Analytics and Technology
Solutions (GATES) is developed by DOST and spearheaded by the Philippine
Institute of Volcanology and Seismology (Phivolcs) to provide datasets on disaster
risk, health, environment, and infrastructure.’?® GATES is designed to harmonize
fragmented government datasets into an interoperable platform using geospatial
analytics and Al It covers geospatial data discovery, cleansing, and standardiza-
tion; Al-ready architecture; a DOST Data Lakehouse; geospatial analytics inter-
faces; decision-support tools; and policy frameworks for institutionalization.'® Its
partnership with Japan International Cooperation Agency (JICA) to strengthen

120 Chavez, “The DOST-ASTI Launches Project on Terrestrial Monitoring and Maritime Surveillance”; Ronnicque, “SAR with AIS
Project for Monitoring PH Territories.”

121 DOST-PCIEERD, “DOST-PCIEERD Launches 9 New Al R&D Projects.”

122 Ancheta, “ALaM Project.”

123 Arayata, “DOST Chief: Whole-of-Nation Approach Key to Advancing R&D Capabilities.”

124 Sefiora, “Harmonizing Govt. Data for a Science-Based, Responsive, and Inclusive Public Service.”
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cybersecurity and data protection also shows that data security is now being treat-
ed as part of Al-enabled governance infrastructure.'?

The Philippines promotes maritime data-sharing among ASEAN countries through
the Indo-Pacific Regional Information Sharing (IORIS) platform, emphasizing Al's
importance in maritime domain awareness. Effective monitoring involves not only
gathering data but also fast processing, analysis, and dissemination. The National
Maritime Centre gathers information from multiple agencies to combat threats
such as IlUU' fishing, smuggling, piracy, and activities in the West Philippine Sea.
Currently, much data processing remains manual due to nascent local Al capabil-
ities, creating a significant gap. As maritime data abounds across a region reliant
on satellites, space technologies, and secure communication networks, Al is crucial
for converting large datasets into a timely, cohesive security perspective.'?

3.4 University-led Research and Development

In terms of specific academe-linked projects, several stand out. Although primarily
civilian in nature, projects such as EnviroMimic, HAWKS, ROAMER, the coastal
initiatives, the Hybrid Marine-Air Vehicle, the Maritime Autonomous Surface Ship,
and SAFEGUARD also advance defense-relevant capabilities in aerial, maritime,
and ground autonomy, robotics, surveillance, and persistent ISR:

= EnviroMimic for Tactical Communication
EnviroMimic, the University of San Carlos’ winning IDEATHON project, is an
Al-assisted environmental remodulation system for covert tactical commu-
nications. The project aims to shape communication signals so they blend
with surrounding radio, acoustic, and optical environmental patterns. Rather
than simply encrypting messages, EnviroMimic actively alters or remodulates
ambient environmental factors (such as radio frequencies, acoustic signals, or
other physical signatures) to hide the very existence of a transmission. Artificial
intelligence analyzes the surrounding ecosystem and automatically determines
the safest, most covert way to blend communications into the background.'?

= Autonomous Systems for Sensing
Department of Science and Technology-Advanced Science and Technology
Institute (DOST-ASTI) partnered with the University of the Philippines Mindanao
(UP Mindanao) to develop civilian autonomous systems for aerial, ground, and

125 Villar, “DoST, JICA Bolster Data Security under GATES.”

126 1UU: lllegal, Unreported and Unregulated
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128 University of San Carlos, “USC ECE Team Wins Armed Forces of the Philippines’ IDEATHON 2025."
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underwater sensing. Under the Autonomous Societally Inspired Mission-Orient-
ed Vehicles (ASIMOV) Program, UP Mindanao handled the Harmonized Aerial
Watch and Knowledge-based Survey (HAWKS) project, which focused on the
core technologies for autonomous drone deployment, including UAV-based
monitoring, object detection, and mapping with minimal human control. Mean-
while, DOST-ASTI led the Robot for Optimized and Autonomous Mission-En-
hancement Response (ROAMER) Project, which develops unmanned ground
vehicle prototypes. For coastal and underwater sensing, UP Mindanao’s shallow
coastal marine litter monitoring project uses a towed optical camera array, sen-
sors, image processing, deep learning, and machine learning to identify marine
litter, map litter coverage, and model future scenarios.'” DOST-PCIEERD's Al
roadmap also lists an ongoing Autonomous Underwater Robotic Vehicle for
Mapping Benthic-Surface Pollution and a new Autonomous Underwater Vehicle
with vision-guided navigation and acoustic communication.°

= Unmanned Vessels
In 2026, the Philippine Navy partnered with Cebu Technological University to
prototype two autonomous vessels, the Hybrid Marine-Air Vehicle and the Mari-
time Autonomous Surface Ship. The Hybrid Marine-Air Vehicle is described as an
aerial autonomous craft intended for inter-island transport, logistics, and disaster
response, with a projected capacity of at least twelve passengers and a range of
up to 600 nautical miles. The Maritime Autonomous Surface Ship is described as
an autonomous sea-based platform. Cebu Technological University is responsible
for system integration, performance evaluation, and technical training for the
Philippine Navy, while the project traces its research origins to CTU's Center for
Advanced Vehicles and Energy Systems and DOST-PCIEERD support.™'

= SAFEGUARD Unmanned Ground Vehicle
The Philippine Army partnered with the University of Santo Tomas to devel-
op the SAFEGUARD robot. In 2025, UST and the Philippine Army signed a
memorandum of agreement for the prototype development of the Surveil-
lance and Field Evaluator for Ground-based Unmanned Autonomous Robot, or
SAFEGUARD. The robot is intended to support surveillance, field evaluation,
and operational safety in Army missions. The project is funded by the Commis-
sion on Higher Education and involves UST's Research Center for the Natural
and Applied Sciences and the Philippine Army’s Research and Development
Center under Support Command. The Philippine Army contributes technical
expertise, fabrication support, and testing facilities, while UST provides project
management, faculty researchers, and engineering expertise.’
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In sum, most visible defense Al projects are dual-use, enabled by partnerships
with various institutions. What exists is an emerging but fragmented set of partial
capabilities interspersed throughout the C4ISTAR chain. There needs to be greater
cohesion across the direction of different projects and, at the same time, the trans-
formation of these dual-use technologies into fully-fledged military capabilities.

3.5 Civilian Talent Base

The National Al Strategy Roadmap reports more than 800,000 college graduates
annually, including over 200,000 from STEM disciplines.’ This pipeline is rein-
forced by the IT-BPM industry, which employed 1.89 million workers and generat-
ed US$40.3bn in 2025; approximately 190,000 worked specifically in IT and digital
services, including application development, network and security services, cloud
services, and data center operations.’*

For defense Al, the relevant talent pool is much narrower than national workforce
figures suggest. The AFP needs software engineers, data scientists, cybersecurity
specialists, and systems engineers who can curate military datasets, integrate
models with sensors and C4ISTAR networks, and maintain those systems securely.
Yet most Filipino technology workers are trained for and employed in commercial
markets, forcing defense institutions to compete for scarce expertise. Without
defense research opportunities, technical career paths, and workable channels for
recruiting or contracting civilian specialists, the AFP cannot transmute the country’s
digital talent into mission-ready capability.

3.6 Defense-Related Imports and Exports

For defense Al-related export policies/restrictions, the Philippines currently main-
tains a strategic trade-control regime, but specific policies and restrictions related
to the export of defense Al remain to be defined. This is embodied in the Strate-
gic Trade Management Act, enacted as Republic Act No. 10697, which regulates
the import, export, and transit of physical “strategic goods” such as dual-use tech-
nologies, advanced microchips, and hardware that could potentially be utilized to
manufacture weapons of mass destruction.'** For now, Al-specific export controls
have not yet been clearly developed or publicly released.

133 OECD.AI, “National Al Strategy Roadmap 2.0 (NAISR 2.0)."
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3.7 Barriers to Developing Defense Al

The first barrier is insufficient and inconsistent support for research and develop-
ment. The Philippines ranks éth in ASEAN (and 43rd globally) in the Government
Al Readiness Index in 2025."* The Philippines underperforms in R&D because of
inadequate funding, weakening its domestic innovation capacity and production
of research on ethical Al."*” Philippine companies also report limited access to
cloud computing resources and business intelligence software, as well as shortag-
es of data analysts, scientists, engineers, architects, and stewards. Many also lack
organizational strategies for collecting, storing, managing, and using data.'*

A related barrier is the recruitment and retention of technical personnel. Philippine
public institutions often lack permanent IT positions and instead rely on short-term
contractors or recent graduates. Once trained, these personnel frequently move to
better-paying private-sector positions. Their departure disrupts project cycles and
erases knowledge of dataset preparation, model selection, and problem-solving,
especially damaging during training and debugging where progress relies on
institutional knowledge. Attrition is more disruptive in developing countries like
the Philippines because it compounds existing weaknesses in infrastructure and
data readiness.™?

Existing upskilling efforts do not fully resolve this problem. Public organizations
have used seminars, continuing education, and internal training, but these initia-
tives are often inconsistent and remain in their early stages. Defense institutions
require separate pathways for general Al literacy and advanced technical speciali-
zation. Commanders, operators, lawyers, and acquisition personnel need enough
knowledge to evaluate Al systems, while developers, data specialists, and cyber-
security personnel require sustained technical training. The shortage of cyberse-
curity experts is particularly serious because private-sector opportunities make
retention difficult, while limited access to specialized training and aging infrastruc-
ture restrict practical experience with advanced threats.’* External experts can fill
immediate gaps, but their involvement must transfer knowledge to permanent
personnel rather than leave projects dependent on individual contractors.

Resource constraints have produced two interrelated gaps in Philippine MDA:
insufficient surveillance coverage and weak information integration. Limited
aircraft, patrol vessels, coastal and undersea sensors, and satellite access preclude
persistent monitoring, while antiquated networks, weak secure communications,

136 lida et al., “Government Al Readiness Index 2025," pp. 14 & 65
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personnel shortages, information-sharing deficiencies, and service silos prevent
available sensor feeds from being fused into a common operating picture.™

The current legal and regulatory uncertainty may also impede adoption by
raising questions about privacy, accountability, cybersecurity, human oversight,
and targeting. Congress must translate broad Al principles into defense-specific
legislation governing the development and use of defense Al systems during
fielding. On top of that, the discovery of new Al applications brings new risks and
challenges, with concerns expected to grow alongside innovations.

Exogenous shocks can derail defense Al development regardless of progress
within the defense sector. The Philippines also faces a looming energy crisis.”? Oil
shortages, supply chain disruptions, and rising energy costs directly threaten the
electricity supply to data centers, communications networks, military facilities, and
computing infrastructure. Natural disasters can create conditions inimical to the re-
liable operation of these systems, while global supply-chain disruptions can delay
access to semiconductors, servers, sensors, and replacement components. Cor-
ruption poses another external barrier by creating political uncertainty, diverting
public resources, delaying multiyear projects, weakening investor confidence, and
discouraging foreign investment in digital infrastructure and Al-related upskilling.

Thus, these barriers reinforce one another. For the Philippines to progress, it must
first address foundational problems such as the energy crisis, capital flight, and
legacy infrastructure before the military and government can scale up to meet the
requirements of Al. Otherwise, defense Al risks remaining promising on paper but
weak in implementation.

141 Ganadillo, “Assessing the Philippines’ Maritime Governance Capacity: Priorities and Challenges”; SCSPI, “Assessment of the
Philippines’ Maritime Domain Awareness Capabilities”; United States Department of War, “Strategic Evaluation Public Summa-
ry: Maritime Domain Awareness (MDA) Capacity Building with Indonesia and the Philippines,” p. 2.

142 This stems from Executive Order No. 110, which declared a state of national energy emergency in March 2026 after disrup-
tions in the Middle East threatened the availability and stability of the country’s fuel supply. See also: “Declaring a State of
National Energy Emergency and Authorizing the Unified Package for Livelihoods, Industry, Food, and Transport.”
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4 Organizing
Defense Al
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“In asymmetrical warfare, the institution that
adapts the fastest commands the advantage.”

MGen. Ignatius N. Patrimonio, 2026
4th Commander of the 11th Infantry (ALAKDAN) Division
of the Armed Forces of the Philippines

Organization establishes the structures, processes, and responsibilities needed to
develop, integrate, and sustain defense Al capabilities. As the institutional foun-
dation for adaptation and innovation, the interplay among different actors deter-
mines the direction, effectiveness, and long-term success of defense Al.

The Philippines does not yet appear to have a single dedicated defense Al organ-
ization. Instead, it maps the institutions through which defense Al is likely to be
organized. The general organizational approach is understood as a multi-agency
ecosystem in which different institutions shape the development, governance, and
eventual use of Al in line with their respective mandates. Authority in this sense is
distributed between military and civilian institutions. The AFP and DND provide
defense demand, operational requirements, and integration, while civilian agen-
cies provide Al infrastructure, cyber policy, R&D, industry development, govern-
ance, and talent.

4.1 The Legal and Policy Architecture

The legal architecture for organizing defense Al consists of the AFP Modernization
and the Self-Reliant Defense Posture Acts:

® The AFP Modernization Act (as amended by RA 10349), organizes capability
development through force restructuring, technology acquisition, doctrine
development, service-level requirements, modernization funding, and pro-
curement procedures. It also assigns DND and AFP responsibility for doctrine
generation, validation, field application, testing, exercises, and dissemination
across the chain of command. RA 10349 further frames the AFP as a “mul-
ti-mission oriented force capable of effectively addressing internal and exter-
nal security threats,” making the modernization framework broad enough to
absorb future Al-enabled capabilities.'?

143 Revised AFP Modernization Program Act, Republic Act No. 10349 (2012).
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®  The Self-Reliant Defense Posture Revitalization Act (RA 12024) further extends
this by directing the DND to develop programs and projects on emerging and
evolving technologies, including artificial intelligence, military robotics, au-
tonomous systems, cyber warfare, big data and analytics, and coordinate with
other agencies.”

This core acts are of a broader national regulatory environment. Public descrip-
tions of the Comprehensive Archipelagic Defense Concept (CADC) emphasize a
“whole-of-government approach,” the incorporation of services beyond the Navy,
and the operationalization of maritime domain awareness, A2/AD, facilities, and
personnel deployment. This suggests that defense Al is currently organized within
a joint and interagency architecture oriented toward archipelagic defense.

The National Al Strategy Roadmap 2.0 is explicitly ecosystem-based and it calls
for a “whole-of-nation approach,” a “coordinated multi-agency approach,” and
collaboration among the triple helix partners.’ This means that the civilian sector
should be treated as an enabling layer for defense Al with DTl shaping the Al
economy and governance agenda; DOST and academe supporting research and
talent; DICT advancing digital infrastructure; and industry providing tools, data,
investment, and implementation capacity.

The National Cybersecurity Plan defines cybersecurity as the organization of
resources, processes, and structures, designates DICT as the lead agency, and
describes it as requiring a whole-of-nation, multidisciplinary approach. It also
establishes coordination logic among NCIAC, NCERT, Defense-CERT, NSOC,
NCIN, and AFP Cyber Command.™ For defense Al, this matters because many
early Al applications in the AFP are likely to emerge first in cyber defense, threat
detection, anomaly monitoring, intelligence fusion, and network protection. These
documents organize the enabling environment through which defense Al is likely
to emerge as CADC defines the strategic demand, NAISR organizes the civilian Al
base, and NCSP organizes the cyber and data-security architecture.

4.2 The Military Al Ecosystem

The military Al ecosystem refers to the defense institutions that define require-
ments, approve priorities, integrate capabilities, and operate Al-enabled tools.
It is centered on two institutions: the Department of National Defense and the

144 Self-Reliant Defense Posture Revitalization Act, Republic Act No. 12024 (2024).
145 DTI, National Al Strategy Roadmap 2.0 of the Philippines, pp. 26-27.
146 DICT, “National Cybersecurity Plan 2023-2028."
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Armed Forces of the Philippines. DND is the civilian defense authority responsible
for policy direction, departmental oversight, acquisition, and the supervision of
the national defense program. The AFP is the military institution that converts

this direction into operational requirements, integrates capabilities into the joint
force, and employs them in military operations. Thus, Philippine defense Al is best
understood as DND-directed and AFP-integrated.

Department of National Defense

The DND is the lead government authority for formulating defense and security
policies, plans, and programs; monitoring their implementation; introducing new
defense strategies; and supervising the AFP. This gives DND the institutional au-
thority to determine how Al relates to national defense priorities and under what
policy, acquisition, and accountability arrangements it may be adopted.' The
Revised AFP Modernization Program reinforces this role by placing modernization
funds under the administration of the Secretary of National Defense and making
DND and AFP jointly responsible for doctrine generation, field validation, testing,
and dissemination.*

Several offices within DND may influence how defense Al will take shape. The
Office for Strategy and Policy assesses current and emerging defense challenges
and identifies capability gaps, allowing Al proposals to be evaluated against actual
defense requirements. The Office for Logistics and Acquisitions governs acquisi-
tion procedures and logistics-management policy, providing the institutional path-
way through which an approved Al capability could be procured and sustained.'’
These offices may be relevant for their established planning and acquisition
functions; however, current public mandates do not include Al-specific programs.

The clearest statutory technology node is the Office of the Undersecretary for
Defense Technology Research and Industry Development. Republic Act No. 12024
authorizes DTRID to manage a databank for analysis, conduct R&D, facilitate
technology transfer, promote the defense industry, establish public-private part-
nerships, set up domestic and foreign collaborations, and advise the Secretary of
National Defense on policies for the National Defense Industry.'*® For defense Al,
its role would likely be coordination, prioritization, and linking defense needs with
civilian R&D and local industry. DTRID therefore organizes the relationship be-
tween defense requirements, technology development, industry participation, and
the Self-Reliant Defense Posture Program.

147 Re-Directing the Functions and Operations of the Department of National Defense, Executive Order No. 112 (1999).
148 Revised AFP Modernization Program Act, Republic Act No. 10349 (2012).

149 DND, “DND Offices Directory.”

150 Self-Reliant Defense Posture Revitalization Act, Republic Act No. 12024 (2024).
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An important institutional development is the creation of the Office of the Under-
secretary for Information Systems and Cybersecurity. In May 2026, DND described
the office, together with the establishment of AFP Cyber Command, as part of
efforts to strengthen cyber resilience and advance Al-enabled capabilities for
cybersecurity response, threat intelligence, surveillance, reconnaissance, and
decision-making."' This is currently the strongest public evidence of a DND office
being assigned an explicit role in Al-enabled defense capabilities. As it stands, it
is described as the emerging information-systems and cybersecurity authority for
defense Al.

Armed Forces of the Philippines

The AFP is the primary military user, requirements generator, and operational inte-
grator. Its constitutional function is to protect the people and the State and secure
national sovereignty and territorial integrity.”® Organizationally, it consists of
General Headquarters, the Philippine Army, Philippine Navy, Philippine Air Force,
joint commands, and AFP-wide support units.”™ Under Republic Act No. 10349,
modernization projects include equipment and technology acquisitions sought

by the respective AFP services and units.'** The major services therefore generate
domain-specific requirements and provide the personnel and operational settings
in which Al-enabled systems would be tested and employed.

At General Headquarters, the Office of the Deputy Chief of Staff for Plans, J5, con-
nects capability requirements with force planning and the AFP Modernization Pro-
gram. The Office of the Deputy Chief of Staff for C4ISTAR Systems, J6, addresses
the joint information architecture through which data, sensors, communications,
and command systems must interoperate.’* The Communications, Electronics,
and Information Systems Service of the AFP (CEISSAFP) implements this architec-
ture by providing and maintaining secure command-and-control infrastructure.’¢

The AFP Systems Engineering Office (APFSEQ) provides another critical link.
AFPSEO was established to manage implementation of the AFP Modernization
and Self-Reliant Defense Posture programs and to advise the Chief of Staff on the
systems-engineering design of weapons and defense equipment. For defense

Al, its relevance lies in technical evaluation and integration, determining whether
an Al-enabled capability satisfies military requirements, interfaces with existing
systems, and can be supported across its lifecycle.”’

151 DND, “DND, US Department of Commerce Discuss Cybersecurity, Al, Trusted Technology Cooperation.”
152 1987 Constitution of the Republic of the Philippines.

153 AFP, “AFP Organization.”

154 Revised AFP Modernization Program Act, Republic Act No. 10349 (2012).

155 AFP, “Staff Offices.”

156 AFP, “CEISSAFP Celebrates 25th Anniversary.”

157 Nepomuceno, “Guerrero to Step down from AFP Top Post Wednesday.”
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In 2024, the newly established AFP Cyber Command became the military’s digital
backbone, created to address emerging cyber threats, protect the nation’s critical
digital infrastructure, and integrate cyber defense capabilities into the military’s
operational doctrines and national security strategies.”® It assumes a central role
in fortifying the nation’s cyber defenses and is associated with Al-enabled cyber re-
sponse and threat intelligence. It must not only protect military networks but also
serve as a coordinating body that bridges gaps in the organization’s fragmented
cybersecurity posture.™’

Lastly, the AFP Research and Development Center (RDC) is the Philippine Army’s
arm for materiel development and innovation. It is currently exploring and
developing autonomous systems, Al-powered surveillance, Al-powered com-
mand centers, unmanned battlefield operations, precision warfare systems, and
next-generation combat technologies.®°

The AFP has not publicly established a joint experimental unit specifically tasked
with testing emerging technologies, developing new operational concepts, and
diffusing successful innovations across the force. Existing service-level research
centers are interspersed with developing prototypes and conducting technical
evaluation, but they are R&D organizations rather than operational experimenta-
tion units analogous to a military battle laboratory or innovation task force. Thus,
the legal and research foundations for experimentation exist, but no dedicated
AFP-wide unit publicly performs the combined functions of operational experi-
mentation, concept development, and force-wide technology diffusion.

Likewise, this produces a distributed institutional chain. The principal organiza-
tional gap is therefore the absence of a publicly identified authority that connects
these institutions through common rules for Al ownership, data access, testing,
risk assessment, operational approval, and accountability.

4.3 The Civilian Al Ecosystem

Civilian institutions create the enabling conditions that make defense Al possible.
However, because Al-related initiatives remain dispersed across government and
no institutionally defined roadmap for defense Al currently exists, it is difficult to
determine which agencies exercise the greatest influence. This section maps the
institutions that could contribute to defense Al both directly and indirectly.

158 AFP, “AFP Cyber Command Marks Its First Year Milestone in Digital Defense.”
159 Perefia/Gutierrez, “Silent Saboteurs in National Security: Advanced Persistent Threats and Philippine Cyber Defense.” pp. 11, 24-33
160 Team AFP, “Philippine Army Showcases Homegrown Defense Solutions.”
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Department of Science and Technology (DOST)

DOST is the government'’s principal institution for directing and coordinating
national science, technology, and innovation policy. It encourages regional scien-
tific and technology endeavors, increases local capacity to become technologically
independent, and promotes more private sector involvement in R&D.'! Several
units are potentially relevant for defense Al:

= Planning and Evaluation Service
The Planning and Evaluation Service formulates science, technology, and inno-
vation plans, analyzes policy questions, coordinates programs, and evaluates
departmental performance. Section 11(a) of Executive Order No. 128 author-
izes the PES to deliver efficient and effective services for planning, programs,
and project monitoring and development.’? Its relevance to defense Al lies
in how Al, autonomous systems, advanced computing, sensors, and related
technologies are positioned within national research priorities. It can also help
align defense-related research proposals with wider government research and
investment plans.

= Philippine Council for Industry, Energy, and Emerging Technology Research and
Development (PCIEERD)
The PCIEERD is DOST's sectoral planning council for industry, energy, and
emerging technologies. It formulates policies, plans, programs, and strategies
and supports research, institutional development, technology transfer, com-
mercialization, and policy advocacy.'®® For defense Al, PCIEERD can organize
competitive research calls related to emerging technologies; evaluate and
fund proposals involving Al, robotics, communications, sensors, or advanced
manufacturing; connect government requirements with universities and
technology companies; and support the transition of publicly funded research
toward usable prototypes.

= Advanced Science and Technology Institute (DOST-ASTI)

The DOST-ASTI conducts research in information and communications tech-
nology and operates national research infrastructure. Within ASTI, the Na-
tional Artificial Intelligence Center for Research and Innovation (NAICRI) was
launched in February 2026 as the country’s central institutional anchor for Al
research, advanced computing, and innovation. NAICRI coordinates research
priorities, partnerships, and research standards; provides shared computing,
storage, networking, and machine-learning operations infrastructure; and

161 DOST, “The DOST in Brief.”
162 Reorganizing the National Science and Technology Authority, Executive Order No. 128 (1987).
163 DOST-PCIEERD, “About the Council.”
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operates reusable Al platforms and data systems for participating agencies.'¢*

NAICRI could support defense Al by providing non-classified research environ-
ments, technical expertise, shared computing, model-development tools, and

connections to university and industry researchers.

DOST organizes the supply of research capacity. It can make researchers, com-
puting systems, grants, and technology-transfer mechanisms available after
the defense sector defines the problem. Its contribution is strongest during
exploratory research, prototyping, technical evaluation, and research-to-indus-
try transition. DOST's relationship with defense Al is therefore primarily devel-
opmental and infrastructural. It organizes the research system from which the
DND and AFP can obtain expertise, research partners, computing resources,
and potentially transferable technologies.

Department of Information and Communications Technology (DICT)

Under Republic Act No. 10844, DICT is the executive branch’s primary policy,
planning, coordinating, implementing, and administrative institution for the
national ICT agenda. Its functions include formulating policy for emerging technol-
ogies, harmonizing government ICT plans, promoting interoperability, protecting
government ICT infrastructure, and coordinating cybersecurity programs.’ DICT
is relevant for defense Al is it organizes the digital operating environment through
different entities:

= National ICT Planning, Policy and Standards Bureau (NIPPSB)
NIPPSB formulates government-wide ICT policies, plans, programs, and stand-
ards. Its work includes the harmonization of agency information-systems plans
and the development of national interoperability and enterprise-architecture
policies.” For defense Al, NIPPSB can influence the compatibility of defense
administrative systems with wider government platforms; standards governing
interagency data exchange; ICT planning requirements for government-fund-
ed Al systems; and baseline requirements for digital infrastructure and infor-
mation-system proposals.

®  Cybersecurity Bureau
The Cybersecurity Bureau implements national cybersecurity programs.’’ Its
National Computer Emergency Response Team (NCERT) receives and re-
sponds to computer-security incidents and leads or coordinates government,

164 DOST-ASTI, “Launch of the National Artificial Intelligence Center for Research and Innovation.”

165 Department of Information and Communications Technology Act of 2015, Republic Act No. 10844 (2016).
166 DICT, “Citizen’s Charter: 2025, 1st Edition.”

167 DICT, “Cybersecurity Bureau.”
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sectoral, and organizational CERTs.'¢® Executive Order No. 58 adopted the
National Cybersecurity Plan 2023-2028 as the whole-of-nation cybersecurity
roadmap and directed government agencies to align their respective plans
with it. DICT monitors implementation and provides technical assistance,
including through cooperation with the private sector.'®’ These institutions
influence defense Al through cyber-threat information, incident coordination,
vulnerability assessment practices, supply-chain awareness, and baseline
security requirements.

= National Privacy Commission
The Commission is attached to DICT for policy and program coordination but
exercises its regulatory mandate under the Data Privacy Act. It administers
and enforces requirements concerning the lawful, proportionate, and secure
processing of personal information.’”® The NPC is relevant when defense Al
uses personnel records, biometrics, imagery containing identifiable individuals,
geolocation data, or data obtained from civilian systems.

Department of Trade and Industry (DTI)

DTl is the government’s primary coordinative, promotive, and facilitative institu-
tion for trade, industry, and investment. Its mandate is to stimulate private-sector
activity and develop the industrial conditions necessary for economic growth."
For defense Al, DTl’s contribution is principally industrial. It helps shape whether
the Philippines possesses firms, investors, standards, production capacity, and
commercial pathways capable of supporting defense requirements. To organize
the industrial and commercial environment DTl mobilize investors, technology
firms, standards bodies, and commercialization channels while controlling sensitive
trade through several channels:

= DTl launched the Center for Al Research (CAIR) in 2024 alongside the National
Al Strategy Roadmap 2.0. CAIR was initially housed at DTl and designed to
undertake commissioned research with government and industry partners,
attract Al-related investment, and support industrial innovation, particularly in
manufacturing.’”? Defense-Al could utilize CAIR as industry-facing and oriented
toward commissioned research, commercialization, and investment.

®  The Board of Investments promotes and facilitates investment in priority
industries. Through instruments such as the Strategic Investment Priority

168 NCERT, “CERT-PH.”

169 Adopting the National Cybersecurity Plan 2023-2028, and Directing the Implementation Thereof, Executive Order No. 58
(2024).

170 Republic of the Philippines, Republic Act No. 10173, “Data Privacy Act of 2012.”

171 DTI, “Department of Trade and Industry.”

172 Crismundo, “DTI Wants Al Research Center to Be Revenue-Generating”; DTI, “National Al Strategy Roadmap 2.0 — Philippines.”
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Plan, it identifies activities eligible for incentives and helps attract capital into
emerging and frontier industries.3 BOI could indirectly strengthen defense
Al by encouraging investment in data centers, semiconductors, software
development, cybersecurity, sensors, communications, robotics, and advanced
manufacturing. These investments enlarge the domestic supplier base availa-
ble to DND.

®  The Bureau of Philippine Standards develops and adopts national standards
and represents the Philippines in international standardization bodies. It par-
ticipates in the ISO and IEC systems, including the ISO/IEC technical structure
responsible for Al standardization."* BPS standards can inform terminology,
quality management, risk management, software lifecycle practices, testing
documentation, and conformity assessment in Al procurement. Such standards
provide useful civilian benchmarks, but DND and the AFP must add de-
fense-specific requirements for security, robustness under adversarial condi-
tions, mission assurance, and operational safety.

B The Strategic Trade Management Office administers controls over strategic
and dual-use goods, software, technology, and related services under the
Strategic Trade Management Act. Its relevance includes cross-border trans-
fers of advanced processors, sensors, technical data, software, and other
technologies that may have both civilian and military applications.”> STMO
could therefore affect the technologies available to defense researchers and
suppliers, especially when projects involve foreign partners or controlled
technologies.

Department of Economy, Planning, and Development (DEPDev)

Republic Act No. 12145 reorganized the National Economic and Development
Authority (NEDA) as the Department of Economy, Planning, and Development
(DEPDev) and designated it the executive branch’s primary policy, planning, coor-
dinating, and monitoring institution for the national economy. DEPDev formulates
integrated national development policies and plans, oversees the public-invest-
ment program, evaluates proposed programs, and works with DBM to align
appropriations with national development priorities.’”® DEPDev influences Defense
Al at the level of national prioritization, investment coherence, and intersectoral
coordination with two primary pathways:

" DEPDev serves as the secretariat of the National Innovation Council. The NIC
brings together government agencies and representatives of the private sector
and is responsible for national innovation priorities and coordination. This

173 BOI, “DTI-BOI: Palace Approves 2026 SIPP to Accelerate High-Impact Investments.”
174 IEC, “Robots Keep Medical Staff Safe in COVID-19 Hotspot.”

175 Strategic Trade Management Act, Republic Act No. 10697 (2015).

176 Economy, Planning and Development Act, Republic Act No. 12145 (2025).
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creates a formal venue through which defense-related technology needs can
be situated within the national innovation system.

® In March 2025, while the department was still named NEDA, the NIC ap-
proved an Al Technical Working Group to assess national Al capabilities,
ecosystem conditions, preparedness, adoption, and future technological
trajectories. DOST leads the group, with participation from government, ac-
ademe, and industry. The resulting studies are intended to inform national Al
policy."” This is presently one of the clearest civilian intersectoral coordination
mechanisms for Al.

Academia and Research Institutions

Universities and research centers participate through grants, contracts, memoran-
da of agreement, research consortia, and advisory bodies. Academic institutions
organize knowledge production and independent expertise. They can conduct
research, evaluate ethical and social consequences, and challenge assumptions
made by government or contractors.

This role is evident in several initiatives supported by the Department of Science
and Technology. As discussed in chapter 3.2, UP Mindanao led work on auton-
omous aerial systems and the Philippine Sky Atrtificial Intelligence Program; UP
Los Bafios conducted machine-learning research for automated spectroscopy;
De La Salle University developed projects in intelligent structural monitoring and
multilingual health chatbots; Caraga State University developed an Al-enabled
traffic-management system.'’®

Alongside these technical initiatives, universities are also beginning to establish
principles for the responsible use of Al. The University of the Philippines (UP) has
begun exploring established institutional principles for responsible and trust-
worthy Al covering human control, accountability, privacy, fairness, transparency,
robustness, and safety."”?

As previously mentioned, project-level collaborations provide even stronger
evidence of academic participation in defense innovation. A University of San
Carlos team won the AFP’s IDEATHON 2025 for EnviroMimic, an Al-assisted
concept for covert tactical communications.'® The University of Santo Tomas and
the Philippine Army signed a research agreement to develop the CHED-funded
SAFEGUARD autonomous ground robot for surveillance, field evaluation, and

177 Cervantes, “Gov't Forms Think Tank to Study Al Adoption, Future Policies.”

178 DOST-PCIEERD, “DOST-PCIEERD Launches 9 New Al R&D Projects.”

179 University of the Philippines, “UP Principles for Responsible Artificial Intelligence.”

180 University of San Carlos, “USC ECE Team Wins Armed Forces of the Philippines’ IDEATHON 2025."
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operational safety.” Cebu Technological University and the Philippine Navy also
partnered to develop the Hybrid Marine-Air Vehicle and the Maritime Autono-
mous Surface Ship, with the university contributing system integration, evaluation,
and technical training.'® These initiatives show universities contributing not only
general expertise but also prototypes, engineering, testing, and technology transi-
tion for identified defense users.

Academic participation also extends to military workforce development. In 2025,
De La Salle Lipa trained 30 Philippine Air Force officers and personnel who earned
certification as information-technology specialists in Al, providing a documented
example of a civilian higher-education institution directly supporting military work-
force development.'®

At the intersection of education, research, and national-security policy is the
National Defense College of the Philippines (NDCP), which is a civilian defense
education and research institution that prepares military officers, government offi-
cials, and selected private-sector leaders for national-security policy formulation.'®
Within NDCP, the Philippine Center of Excellence in Defense, Development, and
Security (PCEDS) conducts policy-relevant research and facilitates cooperation
among government and international institutions on defense and security issues.'®
NDCP and PCEDS can provide the policy bridge between technical Al research
and national-security questions.

4.4 Challenges for this Multi-Agency Ecosystem

Most of the challenges in approaching Al are often the structure itself. It is often
amorphous because defense Al cuts across institutions whose mandates were
not originally designed around Al. Without a unified defense Al unit or agency,
responsibilities remain dispersed across the DND, AFP, DICT, DOST, DTl, aca-
deme, and partners. While this may help in the short term, it is not sustainable as
bureaucratic politics are prominent at all levels. Projects and programs for upper
leadership often result from turf competitions among the three services'®, involv-
ing compromises among bureaucratic leaders.'®’

181 University of Santo Tomas, “UST, PH Army Forge Partnership for SAFEGUARD Robot Prototype Development.”
182 Flores, “CTU, Philippine Navy Partner to Develop Hybrid Transport, Autonomous Ships.”

183 Larombi, “PAF Officers and Personnel Certified IT Specialists in Al.”

184 NDCP, “National Defense College of the Philippines.”

185 NDCP, “Philippine Center of Excellence in Defense, Development, and Security.”

186 Philippine Army, Navy, and Air Force

187 Bicenio et al., “Enhancing the Philippines’ Defense Policy Ecosystem: The Role of Congress in National Security.”
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Fragmentation remains a major constraint because defense Al spans several insti-
tutions, each with its own mandate, budget, and priorities. Without a clear coordi-
nating framework, Al adoption risks becoming siloed, inefficient, and inconsistent.
This raises a basic organizational question: Who owns Al governance within the
defense sector? DND, AFP, Cyber Command, or the service branches? The answer
remains unclear. This matters because weak coordination between AFP branches
and partner agencies can delay operations, while outdated policies and disjointed
strategies limit the development of a unified approach. These problems are espe-
cially critical as evolving threats require faster and more coordinated responses. ¢

This fragmentation also affects data governance and interoperability. Defense

Al depends on shared, secure, and usable data across defense, maritime, cyber,
civilian, and partner institutions. Without a strong organizational foundation,
systems may operate under different rules for classification, access, procurement,
and information sharing. As seen in the civilian sector, Al development is often
constrained by fragmented data, legacy systems, limited computing resources,
and uneven data readiness. These conditions encourage phased implementation
and can create early technical debt,'® suggesting that civilian-sector challenges
may also carry over into defense Al systems.'?

Another challenge is the boundary between the military and civilian Al eco-
systems. The Philippines’ Al base is largely civilian, while its defense needs are
military and security-sensitive. This creates a coordination problem: civilian agen-
cies may provide the research base, digital infrastructure, innovation policy, and
industry development, but the AFP must translate those capabilities into opera-
tionally useful, secure, and accountable military functions. Their contribution must
be aligned with defense requirements without militarizing the entire civilian Al
ecosystem.

There is also a weak experimentation-to-adoption pathway. The Philippines has
innovation activities and defense-relevant prototypes, with ongoing innovation
efforts through NAICRI; it could be treated as a de facto defense-wide experi-
mentation unit that tests, evaluates, scales, and integrates Al tools. Still, there is
no clearly visible defense-wide experimentation unit responsible for moving Al
tools from concept to test, from test to doctrine, from doctrine to procurement,
and from procurement to field use. Defense Al may remain scattered across pilot
projects, competitions, university partnerships, and service-level initiatives.

188 Perefia/Gutierrez, “Silent Saboteurs in National Security: Advanced Persistent Threats and Philippine Cyber Defense.” p. 24.

189 Nielsen/Madsen/Lungu define technical debt as the future burden created when developers knowingly or unknowingly intro-
duce shortcuts or unsuitable choices during system development or maintenance, thereby hindering the system'’s evolution
until those choices are corrected. See also: Nielsen et al., “Technical Debt Management.”

190 Distor/Neumann, “Lessons from the Public Sector Artificial Intelligence Adoption in Developing Countries,” pp. 11-13.
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Defense Al also raises questions about governance gaps. As Al supports many
operational domains, each raises its own organizational question: Who approves,
who validates the model, who audits, who investigates failure, who controls sensi-
tive data, and who remains accountable for decisions influenced by Al? A general
civilian Al governance framework is not enough because defense Al operates in
classified, coercive, and operationally sensitive environments. It therefore requires
a defense-specific accountability structure that clarifies institutional authority
across DND, AFP, AFP Cyber Command, the service branches, and civilian agen-
cies. This is especially important in cyber operations, where opaque jurisdictional
boundaries between civilian and military authority may raise concerns over privacy,
civil liberties, and military overreach into civilian cyberspace.

Therefore, organization becomes arduous when there are too many chefs in the
kitchen. These institutions are not yet clearly connected through a dedicated de-
fense-Al governance architecture. What remains underdeveloped is the coordinat-
ing mechanism that assigns ownership, governs data, and links civilian innovation
to military requirements.
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5 Funding
Defense Al
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“... I will make of the islands a Pacific Switzerland that would cost any invader
500,000 men, three years and more than $5,000,000,000 to conquer..."

General Douglas MacArthur, 1937
recounted in TIME Magazine, 29 December 1941

Any military judges a defense investment by the effect it generates. The purpose
of investing in military capabilities is to raise the costs of potential aggressors
while enhancing one’s own defensive capabilities. This same principle underlies
contemporary investments in emerging technologies, including defense Al.

Information on funding remains sparse as the 2026 defense budget does not iden-
tify defense Al as a separate line item, which makes direct quantification difficult.
Instead, funding relevant to defense Al remains embedded within broader pro-
jects and appropriations for defense modernization.

For the Philippines, any domestic defense funding follows the budget process.

A Major Service, General Headquarters, or other AFP end-user first identifies an
operational or capability requirement and prepares the corresponding program,
budget, and procurement-planning documents, including the Project Procurement
Management Plan.”" AFP and service requirements are subsequently incorporated
into the DND’s expenditure estimates, which the Secretary of National Defense
submits through the Department of Budget and Management (DBM) based on
reports and estimates from subordinate offices.'” The DBM evaluates the proposal
for possible inclusion in the President’s national budget; and the President submits
the proposed budget to Congress, which authorizes expenditures through the
General Appropriations Act.’” Procurement then proceeds under Republic Act
No. 12009: approved Project Procurement Management Plans are consolidated
into the Annual Procurement Plan, the Bids and Awards Committee conducts the
applicable procurement process and recommends the award, and the Head of the
Procuring Entity acts on the recommendation before contract execution and the
issuance of the Notice to Proceed.”

For major capability and technology acquisitions, the more specific funding frame-
work is the Revised AFP Modernization Program under Republic Act No. 10349.
DND Department Circular No. 03 implements the modernization law and situates

191 New Government Procurement Act, Republic Act No. 12009 (2024), secs. 5(j), 7, and 10.

192 Administrative Code of 1987, Executive Order No. 292 (1987), Book IV, chap. 2, sec. 9.

193 Administrative Code of 1987, Executive Order No. 292 (1987), Book VI, chap. 3, sec. 11; 1987 Constitution of the Republic of
the Philippines, art. VI, sec. 29(1), and art. VII, sec. 22.

194 New Government Procurement Act, Republic Act No. 12009 (2024), secs. 7, 12, and 66; GPPB, Implementing Rules and Regula-
tions of Republic Act No. 12009, secs. 7.7-7.8 and 66.
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modernization acquisitions within the Defense Acquisition System while recogniz-
ing the separate Defense System of Management framework established under
DND Department Circular No. 11.'% For FY 2026 of the 2026 General Appropria-
tions Act, Special Provision No. 2 under the Revised AFP Modernization Program
appropriation additionally authorizes the Secretary of Finance, in consultation
with the DND, to enter into foreign and domestic financing arrangements for AFP
modernization projects, subject to presidential approval, prior concurrence of the
Monetary Board, and such limitations as may be provided by law.'?

The most direct statutory funding mechanism is the Self-Reliant Defense Posture
Program. Republic Act No. 12024 provides an initial #1bn (around US$17.6M) for
its implementation and expressly directs the DND to develop programs involving
Al, military robotics, autonomous systems, cyber warfare, big data, and analytics.
The law also permits multi-year defense contracts, requires integrated logjistics
support in defense acquisitions, and encourages technology transfer and domestic
production.’”

The 2026 General Appropriations Act, on the other hand, allocated #40bn (around
US$679.4M) to the Revised AFP Modernization Program for the acquisition and
upgrading of AFP equipment and systems,’?® but what specifically for Al remains
elusive.

Based on the Congressional Policy and Budget Research Department’s Agency
Budget Notes, the 2026 DND expenditure program amounted to £#295.18bn
(around US$4.90bn).""? Meanwhile, for FY 2027, the Budget Priorities Framework
identifies several national priorities, including human capital development, food
security, infrastructure development, digitalization, environment and climate
resilience, and full devolution to local government units. For defense Al, the most
relevant of these is digitalization, since the framework emphasizes digital technol-
ogies, interoperable platforms, secure and automated government transactions,
and the expansion of digital infrastructure, as well as scalable technologies.?®

For defense-specific funding, the most important mechanism remains the broader
AFP modernization program Re-Horizon 3. Public reporting describes Re-Horizon
3 as a long-term modernization effort worth around #2trn (around US$35bn)

195 Department of National Defense, Implementing Guidelines, Rules and Regulations of the Revised Armed Forces of the Philip-
pines Modernization Act, Department Circular No. 03, s. 2013, arts. 1.2.3 and 1.3.20; Revised AFP Modernization Act, Republic
Act No. 10349 (2012), sec. 7(a)(2)-(3).

196 General Appropriations Act, Fiscal Year 2026, Republic Act No. 12314 (2026), vol. I-B, “Revised AFP Modernization Program,”
special provision no. 2, p. 676.

197 Self-Reliant Defense Posture Revitalization Act, Republic Act No. 12024 (2024).

198 Republic of the Philippines, “Revised AFP Modernization Program,” pp. 676-678

199 Castillo, “Agency Budget Notes for FY 2026: Department of National Defense,” p.1

200 Budget Information and Training Service, “2027 People’s Budget Priorities Framework (Expenditure Priorities).”
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over ten years, focused mainly on upgrading maritime, air defense, surveillance,
and other military capabilities. These are the most likely channels through which
Al-enabled defense systems could be procured. Budget trends therefore point
to indirect growth in defense Al funding. The 2027 budget priorities show that
digitalization remains a government-wide priority while defense modernization is
expected to continue through Re-Horizon 3, with defense expenditure projected
by GlobalData to reach around US$6.2bn by 2029.2

For the private sector, foreign direct investment and private investment activities
appear more closely connected to the broader Al and technology ecosystem.
Overall, the Philippines lags significantly behind its ASEAN peers in attracting
capital for Al infrastructure, data centers, and venture funding.®

5.1 Funding through International Partners

Foreign security assistance is the most visible source of support for the AFP’s
emerging defense Al capabilities. This assistance can finance equipment, infra-
structure, training, and technical support that the Philippine defense currently
lacks. Partner funding is critical, but also challenging in view of the Philippines
emphasis on self-reliance as discussed in chapter 2.1.

The United States allocates the highest funding towards defense initiatives. The
US contributes through the Maritime Security Consortium, launched in November
2024 as a public-private initiative managed by the Defense Innovation Unit, De-
fense Security Cooperation Agency, and U.S. Indo-Pacific Command. The program
provides up to US$95M annually for unmanned systems in Southeast Asia, with
the Philippines as a key recipient.?* Recent U.S. legislative initiatives have pro-
posed substantial long-term support for Philippine military modernization, capa-
bility development, and readiness. In 2025, the United States Senate approved a
bill authorizing US$2.5bn in allocations under the proposed Philippines Enhanced
Resilience Act, which will provide US$500M annually to help develop the Philip-
pine military’s capabilities from 2026 to 2030.2% It explicitly mandates intelligence,
surveillance, reconnaissance, and defensive cybersecurity upgrades to modernize
Philippine defense capabilities.

Japan remains the Philippines’ largest source of bilateral Official Development
Assistance (ODA), with ODA loans reaching US$13.23bn in 2024. Complementing

201 APDR, “Re-Horizon 3 Initiative to Spur Philippines Defence Expenditure.”

202 Bloomberg, “Al, Digital Investments May Be next Leg of SE Asia’s FDI Growth.”

203 Laird, “Shaping a Porcupine Defense Strategy for the Philippines: The Role of Maritime Autonomous Systems,” pp.14-15.
204 Nepomuceno, “AFP: $2.5-B US Aid to Boost PH Defense, Security Posture.”
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traditional development assistance, its Official Security Assistance (OSA)** frame-
work provides security equipment and infrastructure directly to the AFP.2% Japan
also approved a JPY1.6bn (US$10.7M) OSA grant for coastal radars and related
equipment for the Philippine Navy and support equipment for the Philippine Air
Force's Japanese air-surveillance radars.?’

The Philippines-United States-Japan trilateral partnership also expands the
financial and industrial base through the Luzon Economic Corridor. As part of
broader economic security cooperation, the United States plans to establish an
economic security zone in Luzon to attract Al-related industries and advanced
technology firms. Although primarily commercial initiatives, they expand access to
technical expertise, digital infrastructure, computing resources, and private-sector
innovation.?®®

Canada further supports regional cooperation through its multibillion-dollar
Indo-Pacific strategy, which focuses on strengthening maritime security, supply
chains, and defense ties with like-minded partners.?? Meanwhile, the EU-Philip-
pines broader Al funding is through the Digital Economy Package, which is funded
by a €20M contribution, plus €2M from Finland and €600,000 from France.?'

Finally, parliamentary forums offer a unique chance to reinforce defense industry
agreements. These inter-parliamentary gatherings, particularly with ASEAN neigh-
bors, serve as platforms for consensus building. Enhancing the defense sector
can help countries gain new capabilities for non-traditional military tasks such

as humanitarian aid, disaster response, anti-piracy, combating smuggling, and
preventing cross-border crimes.?'"

205 OSA is a grant aid cooperation framework providing equipment, supplies, and infrastructure assistance to armed forces and
related organizations of recipient countries to enhance security and deterrence capabilities, strengthen security cooperation,
create a desirable security environment for Japan, and contribute to maintaining and strengthening international peace and
security. See also: Ministry of Foreign Affairs of Japan, “Signing and Exchange of Notes for Official Security Assistance (OSA)
FY2024 project to the Republic of the Philippines.”

206 Malindog-Uy, “From ODA to 0SA: Japan’s Warship Diplomacy Comes to Manila.”

207 Ministry of Foreign Affairs of Japan, “Signing and Exchange of Notes for Official Security Assistance (0SA) FY2024 project to
the Republic of the Philippines.”

208 Horikoshi, “Japan, US, Philippines to Hold September Investment Forum for Manila Al Hub 3 Nations to Cooperate on Bolster-
ing Supply Chains for Chips and Developing LNG."

209 Dumalag, “PH Named ‘Priority Partner’ in Canada’s Indo-Pacific Defense Push.”

210 DOF, “European Union and the Philippines Partner to Advance Digital Transition.”

211 Bicenio et al., “Enhancing the Philippines’ Defense Policy Ecosystem: The Role of Congress in National Security,” p.22
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5.2 Funding for R&D Initiatives in Other Sectors

Al funding may also come from outside the defense budget. The National Al
Strategy Roadmap 2.0 positions Al as a national innovation priority and is linked
to agencies such as DTI, DOST, DICT, NEDA, and other economic and technolo-
gy agencies.?'? This suggests that some defense-relevant Al capabilities may be
financed indirectly through broader national Al, science, technology, innovation,
and digital transformation programs rather than through DND appropriations
alone.

This mechanism is through the Philippine Innovation Act (RA 11293), adopted
in 2019, which supports and funds R&D efforts aimed at advancing the nation’s
progress. The Act enhances industries” ability to innovate and compete on a
global scale, encouraging sustainable and inclusive growth. It emphasizes the
significance of emerging technologies in boosting national competitiveness and
ensuring equitable development.?'

Most of the current funding for developing defense Al is visible in the scientific
sector. The Department of Science and Technology reported that approximately
£1.4bn (US$25.2M) was invested in Al R&D between 2018 and 2024 and an-
nounced plans to invest more than #2.6bn (US$46.8M) in Al projects through
2028. The planned portfolio covers industry, health, education, mobility, environ-
mental monitoring, disaster-risk reduction, and emerging technology platforms,
which could be interpreted as dual-use for the military.?'

The updated DOST-PCIEERD Atrtificial Intelligence Roadmap provides more
detailed project-level information. At the roadmap level, it identifies funding
targets of approximately #300M (US$5.24M) in 2025, #400M (US$6.99M) annually
in 2026 and 2027, and #500M (US$8.73M) per year from 2028 onward. Its project
tables separately itemize approximately #687.6M (US$12.0M) in allocations across
the listed projects from 2022 through 2027. This amount is smaller than DOST's
#2.6bn (US$45.4M) plan because it covers only a specific set of PCIEERD and
DOST projects, not the entire national Al portfolio.?'

These figures demonstrate that some of the technical foundations of defense Al
are already being financed as civilian research. Their defense relevance, however,
remains potential. Transition into defense would still necessitate compliance with
the AFP’s processes discussed in chapter 3.1.

212 OECD.AI, “National Al Strategy Roadmap 2.0 (NAISR 2.0).”

213 DTI, “National Al Strategy Roadmap 2.0 of the Philippines,” p. 3.
214 Arayata, “DOST to Invest P2.6 Billion for Al Projects until 2028.”
215 DOST-PCIEERD, “Artificial Intelligence Roadmap,” p.2.
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Table 1: Civilian R&D Funding Instruments with Defense Relevance

Civilian R&D Listed allocation* Potential defense relevance
investment

SkAI-Pinas, ALaM- | Approximately #215.1M | Remote-sensing imagery, automated data
LSI, and ASTI-ALaM | (USS$3.88M) labeling, computer vision, geospatial analy-
sis and model repositories

DOST-NAIRA Approximately #206.6M | Shared computing, Al development tools,
(US$3.61M) reusable models and deployment infra-
structure

ASIMOV HAWKS Approximately #56.6M | Autonomous aerial and ground systems,

and ROAMER (US$1.02M) robotic navigation and mission support
Autonomous Approximately #40.TM | Underwater mapping, vision-guided naviga-
underwater-vehicle | (US$700,000) tion and acoustic communications
projects

COULIGLIG cooper- | Approximately #10.0M | Coordinated robotic systems and autono-
ative robotics (US$174,000) mous logistics

* Totals were calculated by summing the allocations in Philippine pesos. USD equivalents for 2022-2024 were calculat-
ed using the BSP annual average exchange rate for each year, while planned allocations for 2025-2027 were converted
using the September 2025 rate prevailing at the time the roadmap was issued.

Source: DOST-PCIEERD, Artificial Intelligence Roadmap, pp. 3-6, 15 December 2025.

5.3 Challenges to Funding Defense Al

Education has long been treated as the government’s foremost budgetary priority.
This has contributed to a perception within the defense establishment that the
DND budget is expected to remain below that of the Department of Education.
The comparison consequently operates as a political expectation: proposals for
major increases in defense spending must be justified without displacing the
government's established emphasis on education.?'

The formal budgeting process does not eliminate competition within the AFP
over the distribution of finite modernization resources. General Headquarters and
the three Major Services often clash over their respective shares of the pie. The
financial demands of the services are also uneven. The Philippine Navy and Philip-

216 Interview with a High-Ranking Official from the AFP. August 2026
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pine Air Force often receive substantial shares of modernization funding because
warships, prospective submarine programs, combat aircraft, and their associated
support systems require exceptionally large capital commitments.?"

Internal approval also does not guarantee an appropriation. An amount assigned
to an Al project during AFP or DND planning remains a proposal until it survives
executive budget preparation and congressional authorization. During budget
deliberations, Congress may reduce or omit proposed expenditures. After Con-
gress passes the General Appropriations Bill, the President may veto a particular
appropriation item without rejecting the remainder of the measure. An Al initiative
may consequently lose funding during congressional deliberations, be affected by
the reduction of a broader modernization appropriation, or, if separately itemized,
be subject to a presidential item veto.?'®

Even if a budget for defense Al passes into Congress, it must enter a modern-
ization program already burdened with unfinished, more expensive projects

from its previous phases. Under Horizon 1, the AFP completed only 68% of 53
planned programs and spent #96bn (US$1.82bn), 28% above the original #75bn
(US$1.77bn) allocation. Performance declined further under Horizon 2, which
delivered only 20% of 97 scheduled projects while its projected cost increased by
43%, from #300bn (US$5.70bn) to #428.6bn (US$7.87bn). Re-Horizon 3 extends
the final phase from five to ten years and assigns it a US$35bn budget, but its
funding arrangements remain unresolved. The extent of the inherited backlog is
also unclear. The original modernization program left 17 Horizon 1 projects and 78
Horizon 2 projects unfulfilled, while the original Horizon 3 contained another 37
planned programs. Public information does not establish which of these projects
were retained, removed, or incorporated into Re-Horizon 3. Previous funding
shortages have also shaped where the AFP purchases equipment. Horizon 1 and
Horizon 2 relied heavily on suppliers from the Republic of Korea, Israel, Indo-
nesia, Spain, and the United Kingdom, partly because the AFP sought modern
equipment at lower prices and pursued government-to-government industrial
cooperation. This expanded the AFP’s access to affordable platforms, but it also
introduced an additional cost of relying on external partners.?’?

In terms of budget utilization, the DND's obligations-appropriations ratio was
notably high, averaging 95.4% between 2022 and 2024. Meanwhile, its unused
appropriations have continuously risen, from #8.4bn (US$154.2M) in 2022 to
$32.4bn (US$565.5M) in 2024. The primary contributors to this increase in unused
funds in 2024 were GHQ/AFP with #15.4bn (US$268.8M), the Philippine Army

217 Interview with a High-Ranking Official from the AFP. August 2026
218 Interview with a High-Ranking Official from the AFP. August 2026
219 Jo, “Philippines Military Modernisation: Revamped but Not Resolved.”
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with #10.2bn (US$178.0M), and the Philippine Navy with #2.6bn (US$45.4M). This
trend could significantly hinder the DND’s efforts to advance its modernization
objectives.?®

A related barrier appears in the Philippine civilian Al research system. Its assess-
ment also identifies project discontinuities and terminations, a limited number of
proponents with sufficient Al and robotics expertise, uneven institutional capacity,
siloed initiatives, limited engagement with intended sectors, and operational pol-
icies that lag behind deployment. The roadmap also identifies a specific transition
problem: the organization that finances an Al prototype is not necessarily the
organization that finances its continued use. DOST-PCIEERD found that intended
government users must establish data-sharing agreements early and possess their
own operations-and-maintenance budgets. It also identified the need for gov-
ernance and cost-recovery arrangements for shared cloud and high-performance
computing facilities. Without these arrangements, research funding can produce
a working prototype while leaving its deployment, computing, data access, and
maintenance unfunded.?'

Circling back to Philippine strategic culture, there is a reluctance to allocate neces-
sary resources for national defense. Research done by De Castro indicates that the
Filipino political elite??? shows little interest in military strategic issues, concentrat-
ing instead on extracting rents through regulatory manipulation and reallocating
the state’s scarce defense resources to their sociopolitical priorities. Currently,
elites at the provincial and national levels are often engaged in rent-seeking
politics, converting political capital into commercial opportunities. The Filipino
elite’s reluctance to fund national defense, combined with the colonial origins of
the Philippine state and military, led the country to rely on alliances to meet its
strategic needs.?®

With this strategic culture in mind, it naturally follows that a political externality
worth considering is corruption. It further restricts private capital that could sup-
plement government funding. It is a persistent obstacle to investment in the Phil-
ippines, as perceptions shape investment risks, including higher costs and greater
uncertainty for data centers, software firms, research partnerships, startups, and
systems integration. That is why these perceptions deter foreign companies from
entering the Philippine market or competing for government projects, further
straining investment, competition, and access to technical expertise.

220 Castillo, “Agency Budget Notes for FY 2026: Department of National Defense”, p.5.

221 DOST-PCIEERD, “Artificial Intelligence Roadmap,” p. 8-11.

222 De Castro described the Filipino political elite as coalitions of influential families that dominate political parties. It is a loose
alliance of individuals who gain office through political patronage, each pursuing their own interests, allies, and enemies.
Historically, these families were reinforced by patriarchy and endogamy, controlled rural land and labor, and extracted rents
from state revenues to maintain political influence.

223 De Castro, “Examining Philippine Defense Policy from the Aquino to the Marcos Administration,” pp. 178-180.
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The 2028 elections are another source of uncertainty, since defense priorities are
shaped by the administration. The new administration could continue the current
emphasis on maritime security and digital modernization, but it could also reprior-
itize funding depending on fiscal conditions, geopolitical pressures, and domestic
policy goals. Hence, projects whose value depends primarily on the preferences of
one administration are particularly vulnerable.

For modernization in general, a common misconception is seeing it as a “wish list
of equipment,” mirroring other countries’ Armed Forces without strategic plan-
ning. Instead of defining how to fight with capabilities, the focus is on what to buy.
A unique opportunity to correct this approach would present itself in the West
Philippine Sea issue, which allows Congress to use its oversight powers to ensure
the AFP, Philippine Coast Guard, and related institutions use resources efficiently
and perform their duties.??*

That still leaves an important question: Is defense Al worth funding? For the Phil-
ippines, defense Al is worth funding when it advances the logic of deterrence. Its
principal value is asymmetry, allowing a smaller force to extract greater utility from
limited personnel and equipment across a dispersed archipelago — when properly
integrated. The proper measure is therefore not how much Al the AFP acquires,
but how much additional deterrent value the investment creates.

224 Bicenio et al., “Enhancing the Philippines’ Defense Policy Ecosystem: The Role of Congress in National Security,” p.5.
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6 Fielding and
Operating
Defense Al
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If Al is a force multiplier, the relevant question is whether it has moved beyond
research, development, and training and entered the APF’s actual force structure
and missions. Although the Philippines is not engaged in interstate?” wars, the
AFP’s understanding of defense Al remains at a conceptual level, and it is ex-
ploring it through operations involving territorial defense, maritime surveillance,
internal security, cyber defense, disaster response, logistics, and the protection of
critical military infrastructure.

The Philippines’ current approach to fielding??¢ and operating?’ defense Al solu-
tions is best understood as capability-driven. This is reinforced by Re-Horizon 3,
the Self-Reliance Defense Posture, and the Comprehensive Archipelagic Defense
Concept. It also aligns closely with the AFP’s doctrinal force design. According

to the AFP doctrine, military capabilities should be multi-mission capable, inter-
operable, joint, and sustainable.??® First, multi-mission capability means that Al
can perform multiple roles without sacrificing core military capabilities. Second,

Al is interoperable, maximizing joint operations, and works effectively with other
services, allies, government agencies, and local or foreign non-governmental insti-
tutions. Third, Al is embedded within joint operations with other major services by
developing each service’s specialization and integrating them as needed. Lastly,
sustainability suggests that Al should help the AFP compensate for constrained
resources by improving efficiency and organization, and by focusing support
systems on core capabilities while retaining flexibility for other functions. These
doctrinal principles become particularly relevant when examining the capability
priorities that the AFP seeks to augment through Al. Publicly available evidence
through July 2026 indicates that the AFP remains between partner-enabled experi-
mentation and initial service-level fielding.

Overall, the services reveal three different stages of defense Al adoption.

The Army is gaining operational experience with Al-assisted command, sen-
sor-to-shooter integration, and predictive sustainment through combined exercis-
es. The Air Force is fielding the ISR, radar, communications, and command archi-
tecture required for Al but has not publicly identified an operational Al application
of its own. The Navy has begun forming dedicated organizations and receiving
autonomous maritime platforms for persistent surveillance.

225 This study defines interstate war as armed conflict between two or more sovereign states.

226 For this study, fielding occurs when the AFP has accepted an Al-enabled capability, assigned it to a Philippine unit, designated
personnel to operate it, and established at least initial procedures and support arrangements for its employment. The setting
in which that employment occurs must be specified: a technical demonstration, training activity, combined exercise, or
real-world mission.

227 For this study, operating means that AFP personnel employ the capability for a military task. A capability becomes routinely
operational only when Philippine forces can employ it repeatedly, maintain and update it, integrate it with relevant command
and information systems, and continue the mission when the Al function or its supporting network becomes unavailable.

228 Philippine Army, “Philippine Army Basic Doctrine,” p. 2-7.
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The AFP is thus fielding selected aspects in the military through a distributed
and partner-enabled model. The Navy currently provides the clearest example of
service-owned autonomy; the Army provides the clearest example of combined
operation with Al-assisted command tools; and the Air Force is establishing the
sensor and network foundations upon which operational Al would depend. This
pattern supports the argument that Al is a force multiplier and would therefore
be demonstrated by the AFP’s ability to move from episodic demonstrations and
partner-supported capabilities to routine employment.

6.1 Philippine Army (PA)

“Army 2040: World-Class. Multi-Mission Ready. Cross-Domain Capable.”
Philippine Army Vision

“To develop, organize, train, equip, support, and sustain Army Forces
for the conduct of prompt and sustained ground operations

to accomplish the AFP mission.”

Philippine Army Mission

The Landpower Maneuver Concept (LMC) shapes the Philippine Army’s approach to
defense Al It is treated as an operational framework rather than evidence of a field-
ed Al inventory. Its four mutually supporting elements are strategic and operational
maneuver, information operations, Army diplomacy, and force development.??’

The LMC remains one of the planning documents to which the Army Transfor-
mation Roadmap 2040 is aligned. The roadmap calls for a technology-driven,
multi-mission-ready, and cross-domain-capable Army, including integrated infor-
mation systems, reliable sustainment, and modern land power capabilities.?*° It
also emphasizes the importance of adapting to the current and future environ-
ments described as volatile, uncertain, complex, and ambiguous (VUCA) and
brittle, anxious, non-linear, and incomprehensible (BANI).Z" Thus, it serves as a
preliminary analytical framework for evaluating the Army’s strategic thinking, policy
formulation, and operational planning, particularly regarding current and emerg-
ing technological threats driven by Al.

229 The LMC defines these concepts as follows: Strategic and operational maneuvers involve the army developing capabilities,
positioning forces strategically, and conducting operational actions to create effects that achieve desired conditions.
Information Operations (10) impact the information environment (IE) and focus on the human dimension; Army diplomacy es-
tablishes the necessary sociopolitical conditions to support PA efforts in fulfilling its mandate; Force Development facilitates
the development of essential army capabilities.

230 Philippine Army, “Army Transformation Roadmap.”

231 Espina/Blancaflor, “Technological Dominance in the Age of Al: Policy Recommendations for Philippine Land Defense Con-
cepts and Policy,” p.47.
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The Army’s ability to incorporate defense Al also depends on its capacity to adapt
techniques, tactics, and procedures to emerging technologies. This capacity was
demonstrated during the 2017 Marawi siege, when Philippine forces confronted
Islamic State-inspired terrorists who employed commercially available drones and
occupied a dense urban environment containing tunnels, reinforced concrete
structures, and residential basements. Although the Army did not take recourse
to defense-Al in the Marawi context, it demonstrated the operational need to
respond rapidly to technologies and tactics that existing procedures were not
originally designed to address.?2

The Philippine Army formalizes this process through the Perpetual Adaptation
Method (PAM), a continuous cycle of innovation, application, observation, and as-
sessment. Soldiers begin by developing tactical innovations through C4 (common
sense, critical thinking, creativity, and correct timing) and then apply and observe
them under operational conditions. Effective practices are evaluated for adoption,
while inadequate solutions return to the innovation stage for further refinement.
Applied to defense Al, PAM provides a mechanism through which the Army can
test Al-enabled capabilities, evaluate their operational value, revise tactics, tech-
niques, and procedures, and incorporate proven applications into the force.?*

Constancio Espina and Maria Victoria Blancaflor use the LMC to assess seven
categories of adversary Al-enabled technology: autonomous weapons, ISR, cyber
operations, logistics and supply-chain management, electronic warfare, informa-
tion operations, and military decision support. However, most of these are under-
stood to fall within the Philippine Army’s defense Al fielding horizon, as there is
limited public evidence on the specifics of each domain.?**

The strongest publicly documented connection between the Philippine Army and
operational defense Al arises from combined exercises rather than an Army-owned
system. During Exercise Balikatan 2026, the U.S. Army’s 25th Infantry Division
fielded Al-enabled command and control (C2) capabilities alongside the AFP
under realistic jungle and live-fire conditions. Soldiers operated a unified digital
architecture that connected sensors, command posts, and weapon systems at the
tactical edge, improving battlefield awareness, interoperability, and the speed of
sensor-to-shooter decisions. Rather than testing isolated prototypes, the demon-
stration refined systems already placed in soldiers’ hands and assessed their re-
silience, security, and effectiveness in an austere operational environment. Al was
employed as a decision-support tool for processing large volumes of battlefield
data, while commanders retained authority over all engagements. Though the

232 Espina/Blancaflor, “Technological Dominance in the Age of Al: Policy Recommendations for Philippine Land Defense Con-
cepts and Policy,” pp. 50-51.

233 Ibid., p. 50.

234 |bid., pp. 40-43.
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relevant fielded systems were part of the U.S. Army’s transformation program, the
exercise demonstrated how the Army integrates, evaluates, and improves fielded
Al-enabled systems through combined training with allied forces.?

An analogous arrangement appeared during Lightning Surge 4, held alongside
Exercise Salaknib in the Philippines; the U.S. Army’s 25th Infantry Division is field-
ing Al-enabled command-and-control and sustainment capabilities under opera-
tional conditions. A unified data architecture connects forward units at the tactical
edge with home-station support, providing commanders with real-time informa-
tion to accelerate decision-making across dispersed operations. Al functions as a
decision-support tool rather than autonomous, with commanders retaining control
over kinetic actions. The division is also using data-driven systems to shift logistics
from reactive resupply toward predictive sustainment. By testing these capabilities
during training with soldiers and industry partners, the Army can refine opera-
tional procedures, identify technical limitations, and determine how Al-enabled
systems may be scaled across the broader force.?*¢ Thus, these establish that AFP
personnel are being exposed to an operating environment in which Al supports
command decisions and accelerates the movement of information.

Thus, the Army is therefore operating with defense Al in combined environments,
but it has not yet publicly demonstrated that it is independently fielding an equiv-
alent Army-owned Al system.

6.2 Philippine Air Force (PAF)

“A professional and competent Air Force
responsive to national security and development.”
Philippine Air Force Vision

“To organize, train, equip, maintain and provide forces
in order to conduct prompt and sustained air operations
to accomplish the AFP mission.”

Philippine Air Force Mission

The PAF's contribution to the current defense Al landscape builds an operational
architecture for generating, transmitting, and using data vital for future Al. It views
its future environment as the evolving mix of current conditions, influences, and
trends affecting its mission now and later.

235 Estrada, “US Army, Philippine Allies Test Advanced Warfare Capabilities at Balikatan 2026."
236 Estrada, “Salaknib 2026: 25th Infantry Division Synchronizes Split-Operations across Pacific for Lightning Surge 4."
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The PAF's approach to fielding and operating defense Al is best situated within
the Integrated Air Operations Concept (IAOC). The PAF’s Theory of Victory
organizes airpower through the IAOC and links the service’s intelligence, surveil-
lance, and reconnaissance, air-defense, C2, communications, and other systems to
AFP joint operations.?” The IAOC also aligns the employment and development
of PAF capabilities with the AFP Joint Operating Concept.?*® Like the Philippine
Army’s Landpower Maneuver Concept, it articulates an operational framework but
does not evince an inventory of fielded Al capabilities.

The IAOC comprises six interconnected systems: %

" Integrated Air Defense System (IADS) emphasizes the ability to detect,
identify, intercept, and neutralize threats in airspace. The system is supported
by a combination of jets, radars, and air defense systems that collaborate to
provide a comprehensive air defense.

= Intelligence, Surveillance, and Reconnaissance System (ISRS) strengthens
the PAF's ability to conduct large-scale intelligence operations by provid-
ing real-time information and situational awareness for timely, informed
decision-making.

"  Mobility Support System (MSS) enables the PAF to rapidly transport person-
nel, equipment, and supplies using fixed-wing and rotary aircraft for military
operations, humanitarian assistance, and disaster response.

" Search and Rescue System (SRS) enables the PAF to respond rapidly during
critical situations, using rotary aircraft to reach remote and inaccessible areas.

" Surface Strike System (SSS) supports joint warfighting by providing close air
support, air interdiction, and air cover for ground forces as the PAF shifts from
internal security to external defense operations.

" Integrated Command, Control, Communications, and Cyber System (IC4S)
serves as the central hub that connects the PAF’s core systems and provides
network-enabled C2 for timely, accurate, and proportionate decision-making.

Within the IAOC framework, three systems are particularly germane to countering
Al-enabled air threats: IADS, ISRS, and IC4S. The PAF IAOC framework can be
operationalized with defense Al through all levels of operation as follows:?%°

= Strategic Level: During conflict, the defense Al framework shall support the
National Military Strategy by defining how the AFP will prioritize, govern,
resource, and employ Al-enabled capabilities to achieve military objectives. It
shall provide a systematic approach for using Al to strengthen decision advan-

237 Philippine Air Force, “Philippine Air Force Theory of Victory”.

238 Martinez/Lajara, “The Sky’s the Limit: The Lethality of Air Power Technology,” pp. 73
239 Ibid., pp. 73-75

240 Philippine Air Force, “Philippine Air Force Theory of Victory”, pp. 18-19.
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tage, operational effectiveness, and the application of air power in coordina-
tion with the other Elements of National Power.

= Operational Level: The framework shall translate emerging threats, strategic
opportunities, defense gaps, and AFP JOC requirements into prioritized
defense Al use cases and deployable operational capabilities. It shall define
the command arrangements, data resources, digital infrastructure, Al models,
skilled personnel, and supporting forces required to enable prompt and sus-
tained air operations across every defense layer. It shall also establish interop-
erability, human oversight, system assurance, and integration mechanisms that
allow Al-enabled capabilities to support joint planning and operations while
accounting for the distinct characteristics of air power and the air domain.

= Tactical Level: The framework shall define how PAF tactical units employ,
supervise, and sustain Al-enabled systems within their assigned core systems
and missions. It shall specify human-machine roles, operational limitations,
required interactions, performance measures, and procedures for testing,
validation, cybersecurity, and battlefield adaptation. These provisions shall
guide the development of detailed tactical doctrines, manuals, and tactics,
techniques, and procedures for specific Al-enabled platforms, equipment, and
mission capabilities from capability development and deployment through
employment and force integration.

The PAF concern centers on the incorporation of Al into unmanned aerial systems,
which can increase their autonomy, accuracy, and capacity to conduct coordinated
surveillance, stealth, and attack missions with reduced human control.?*' To coun-
ter this threat, the PAF is seeking to strengthen four complementary air-defense
capabilities: Integrated Air and Missile Defense (IAMD),?*? increasing the number
of UAVs, enhancing radar and sensor systems, incorporating jamming technolo-
gies, and integrating advanced air-defense weapons.?** They consequently regard
adaptability as indispensable to strengthening the PAF's capabilities, revising its
TTPs when operationally necessary, and facilitating rapid decision-making. The
PAF also identifies an existing integration problem: the PAF obtains radar and
other systems from different suppliers, while incompatibilities between PAF and
Civil Aviation Authority of the Philippines data can impede information sharing.
For now, these form the PAF’s Defense-Al capability priorities.?**

In terms of fielding, defense Al is mostly inferred. The PAF exhibits these through
several conventional components of the IAOC. The PAF’s 300th Air Intelligence

241 Martinez/Lajara, “The Sky’s the Limit: The Lethality of Air Power Technology,” p. 64

242 |AMD links radars, interception systems, and electronic warfare units into a single, unified network for information sharing,
particularly when countering swarming Al-integrated UAVs. Ibid., pp. 79-81.

243 Proposed improvements include VHF and UHF radars, multistatic radar networks, integrated infrared search-and-track (IRST)
systems, advanced surface-to-air missile systems, and laser weapons. Ibid., pp. 79-81.

244 |bid., pp. 77-78
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and Security Wing, based at Benito Ebuen Air Base, operates the ScanEagle un-
manned aircraft, C-208 aircraft, and the Special Airborne Mission Installation and
Response (SABIR) system to provide near-real-time intelligence, surveillance, and
reconnaissance. Installed as a bolt-on avionics module on C-130 aircraft, SABIR
adds airborne C2, communications, computers, surveillance, and reconnaissance
capabilities without compromising the aircraft’s transport role.?*®

Under IADS, the service accepted its first two SPYDER Philippines Air Defense
System batteries in 2022 and assigned them to the 960th Air and Missile Defense
Group, giving the AFP its first modern ground-based surface-to-air missile ca-
pability and a mobile, quick-reaction layer of defense behind its fighter aircraft.

By connecting radar-based detection with command and control and missile
engagement, the ground-based air defense system (GBADS) provides a digital
sensor-to-shooter architecture that could support future Al-enabled functions, such
as threat classification and decision support.?* Mitsubishi Electric also delivered

a fixed air-surveillance radar to the PAF in October 2023 and a mobile radar in
March 2024, expanding the service’s ability to detect and monitor aerial activity.?*’

The PAF has also operated these capabilities in combined exercises. During Exer-
cise Balikatan 2026, PAF operators employed the SPYDER system in a multination-
al integrated air-and-missile-defense activity involving advanced aerial drones as
targets. The exercise placed PAF personnel and equipment in a dynamic, multido-
main air-defense environment.?

The Philippine Air Force Research and Development Center in September 2025
unveiled two locally developed armed unmanned aerial systems under the
Self-Reliant Defense Posture program: the Air Military Ordnance Carrier (AMOC), a
fixed-wing platform intended for reconnaissance and precision-strike missions, and
the Military Air Ordnance Yielder (MAQY), a rotary-wing, first-person-view plat-
form designed to carry and release small explosive payloads. Their development
demonstrates an emerging domestic capacity to design comparatively low-cost
unmanned systems for internal security, border surveillance, and battlefield oper-
ations. But these platforms have yet to be characterized as defense Al: the MAOY
reportedly remains under direct operator control, while publicly available infor-
mation does not establish that either system possesses autonomous navigation,
target recognition, target selection, or engagement capabilities.?*

245 U.S. Pacific Command, “U.S. Government Provides New SABIR System to Enhance Philippine Air Force Capabilities.”
246 Nepomuceno, “Yearender: AFP Ends 2022 with Anti-Air Missile Capability.”

247 Mitsubishi Electric Corporation, “Mitsubishi Electric Delivers Mobile Air-Surveillance Radar System to the Philippines.”
248 U.S. Indo-Pacific Command, “Aerial Drones Elevate IAMD Training for Multinational Forces at Balikatan 2026.”

249 Sato, “Philippines develops armed combat drones.”
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The available evidence therefore places PAF at the capability-development and
procurement stage of defense Al. The PAF's own professional publications recog-
nize Al, automation, autonomous systems, and data analytics as increasingly con-
sequential to future air operations.?*® The language of these publications remains
principally conceptual and prospective.

6.3 Philippine Navy (PN)

“Navy 2040: Modern, Multi-Domain, Self-Reliant, and Credible Partner.”
Philippine Navy Vision

“To organize, train, equip, deploy, and maintain forces

for prompt and sustained naval and maritime operations in support of
the Unified Commands in the accomplishment of the AFP mission.”
Philippine Navy Mission

The Philippine Navy’s (PN) approach to defense Al is organized around the Active
Archipelagic Defense Strategy (AADS), with anti-access/area-denial (A2/AD) and
maritime domain awareness (MDA) providing its fielding and operational logic.
AADS guides how Fleet and Marine forces defend the country’s maritime ap-
proaches through sea control, sea denial, coastal defense, and joint operations.
Within this strategy, A2/AD seeks to restrict an adversary’s movement and prevent
it from controlling Philippine waters, while MDA provides the detection, identi-
fication, and tracking information needed to employ naval vessels and coastal
missiles. These concepts also contributed to the development of the broader
Comprehensive Archipelagic Defense Concept.?!

Defense Al would be most relevant through a force-development approach sup-
porting AADS through the “porcupine defense,” as Robbin Laird contends. Rather
than matching a larger navy ship for ship, the Philippines can distribute fast boats,
coastal missiles, UAVs, USVs, and UUVs across the archipelago as comparatively in-
expensive “quills.” Unlike a kill chain, in which finding, fixing, targeting, engaging,
and assessing occur sequentially, this “kill web” distributes these functions across
connected platforms so that another node can continue the mission if one is lost.
Maritime autonomous systems form a “mesh fleet” by operating independently or
cooperatively from dispersed coastal locations and carrying reconfigurable sensor,
communications, electronic-warfare, or weapons payloads. This produces distrib-
uted awareness through wider ISR coverage and distributed maritime effects by

250 Philippine Air Force, “Air Force Review Magazine,” p. 2.
251 Torrecampo, “A Paradigm Shift in the Philippines’ Defense Strategy.”
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allowing surveillance, disruption, and strike operations to originate from multiple
locations, enabling smaller systems to threaten more expensive crewed vessels.?>?

Although visionary at the time of writing, the PN began building this capability
through the Naval Air Wing's 71st Maritime Unmanned Aerial Reconnaissance
Squadron (71 MUARS). In 2020, the United States transferred a ScanEagle
system comprising eight UAVs, two launchers, a SkyHook recovery system, and
a ground-control station.?** After completing one year of in-country training,

the squadron deployed its first operational flight in September 2022 to conduct
maritime patrol, surveillance, ISR, area assessment, internal security support, and
humanitarian assistance and disaster response missions.?** From a defense Al
perspective, ScanEagle supplies persistent airborne ISR data that could support
automated vessel detection, classification, and change detection.

The PN also uses SeaVision, which provides near-real-time and historical vessel
positions and related information, including ownership, operators, and port-visit
histories. It includes vessel transponders and remotely collected imagery. The

PN uses this to view and share vessel information, providing a common maritime
picture against which observations from aircraft, ships, coastal stations, and un-
manned systems can be compared.?** SeaVision therefore provides a data layer for
Al-enabled maritime domain awareness.

Defense Al will be most visible through unmanned and autonomous vehicles.
Unmanned surface operations entered the PN's force structure in 2024 through
the activation of Unmanned Surface Vessel Unit One. The unit was assigned to
conduct ISR and MDA and to complement crewed warships through manned-un-
manned teaming, with elements based at Naval Operating Base Subic.?* Under
U.S. security assistance, the unit received four MANTAS T-12 USVs®” and one

Devil Ray T-38.2%¢ These vessels have since been employed by the Navy from Subic
and Palawan for surveillance and operations facing the South China Sea. Attritable
platforms, such as MARTAC's M18 MUSKIE,?” reflect a shift toward lower-cost

252 Laird, “Shaping a Porcupine Defense Strategy for the Philippines: The Role of Maritime Autonomous Systems,” pp. viii-ix.

253 Lee-Brago, “US Delivers Unmanned Aerial System to Philippine Navy.”

254 Majumdar, “Philippine Navy’s Unmanned Aerial Reconnaissance Squadron Starts Operating ScanEagle.”

255 SCSPI, “Assessment of the Philippines’ Maritime Domain Awareness Capabilities.”

256 Lariosa, “Philippine Navy Eyes USV Unit to Monitor Waters, Aid Warships.”

257 The T-12 is approximately 3.6 meters long and can carry about 64 kilograms. Philippine examples have been observed with an
electro-optical/infrared sensor and satellite communications. The platform can reach approximately 30-37 knots, be placed
in an awash or semi-submerged configuration, and accept surveillance, communications, electronic-warfare, transport, or
other modular payloads.

258 The T-38 is approximately 11.1 meters long, can carry about 1,814 kilograms, and is reported to exceed 60 knots, with some
reports listing speeds of up to 80 knots. It uses Starlink-supported command and control and can carry sonar, anti-subma-
rine-warfare equipment, UAVs, communications relays, or weapons according to its payload configuration.

259 Designed for one-way missions, the M18 MUSKIE can exceed 50 knots and carry up to 1,000 pounds, enabling low-cost
massed weapons delivery to overwhelm defenses.
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systems that can be deployed in larger numbers, including one-way missions
intended to overwhelm enemy defenses.?¢®

Fielding has been accompanied by operator training, combined exercises, and
forward maintenance. The Navy demonstrated the MANTAS T-12 in Palawan in
November 2024, while a forward-deployed U.S. task force assisted in training
Philippine drone operators.?¢! Balikatan 2025 subsequently placed Devil Ray-class
USVs in combined maritime activity at Subic Bay.?¢? In September 2025, the Pen-
tagon awarded a US$975,000 contract to construct a maintenance facility at Naval
Detachment Oyster Bay capable of supporting small craft and T-38-sized USVs.263

The Navy added underwater autonomy in June 2026, when four Ocean Aero
Triton autonomous underwater and surface vehicles were transferred directly to
Unmanned Surface Vessel Unit One at Subic.?* The Triton can sail and submerge
autonomously, follow mission waypoints, react to obstacles, collect information
above and below the surface, and transmit the data to its operators.?* The Navy
deployed the vehicles in western Philippine waters to monitor vessels and mar-
itime militia, detect illegal maritime activity, and protect subsea cables and gas
pipelines.?®

U.S. and Philippine planners intend to employ the Tritons within a larger mesh
network of unmanned systems and sensors to detect and track maritime activity.
Under this arrangement, ScanEagles and other UAVs provide aerial surveillance,
MANTAS and Devil Ray vessels operate on the surface, and Tritons extend cov-
erage below the waterline. Philippine and U.S. planners intend to connect the
Tritons with additional unmanned systems and sensors so that several platforms
can contribute to detecting and tracking the same maritime activity. The same
asymmetric-capabilities program plans to introduce lethal capabilities, including
armed drones, beginning in 2027.2¢7 In AADS terms, the present systems estab-
lish distributed awareness, while the planned armed systems would extend the
network toward distributed maritime effects.

The spread of AUVs also creates a defensive requirement. Defense Al is relevant
to processing sonar returns, identifying acoustic signatures, combining detections
from ships and distributed sensors, maintaining underwater tracks, and coordinat-
ing the platform or weapon assigned to respond. Fielding this capability would

260 Laird, “Shaping a Porcupine Defense Strategy for the Philippines: The Role of Maritime Autonomous Systems.” pp. ix-x.

261 Lariosa, “Philippine Navy Receives U.S. Funded USVs for SCS Operations.”

262 Lariosa, “U.S. Special Forces Train with USVs in the Philippines.”

263 Lariosa, “Pentagon Awards Contract to Upgrade Philippine Naval Base Near South China Sea.”

264 Lariosa, “U.S. Transfers Ocean Aero Tritons to Philippine Navy USV Unit.”

265 Ocean Aero, “Triton.”

266 Chavez, “Philippines Deploys US-Made Triton Naval Drones in Its Western Waters to Scout for Intruders.”

267 Lariosa, “U.S. Asymmetric Aid Program Transfers Unmanned Vessels to the Philippines, Plans Attack Drone Transfer by 2027."
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require networked underwater sensors, representative acoustic datasets, secure
communications, trained operators, and procedures for classifying and engaging
unmanned underwater contacts.?®

The Philippine Navy has an operational interest in hypersonic missiles because
they threaten the Marine Corps’ stationary BrahMos. These batteries support area
denial against PLAN ships and form an important layer of the AFP’s Archipelagic
Air Defense System; destroying them could significantly weaken Philippine naval
defense. Such weapons are difficult for existing AFP systems to detect, track, and
intercept. Consequently, as Lance Bellas maintains, defense Al could play role for
three specific tasks: fusing radar and satellite data for early warning, predicting
maneuverable missile trajectories, and rapidly identifying threats and cueing
defensive systems within a shortened response window.??

The Philippine Navy is therefore at the initial service-level fielding stage of defense
Al. Unlike the Army and Air Force, the Navy has created a dedicated unmanned
systems unit and accepted platforms capable of operating in the air, on the sur-
face, and underwater. Thus, the PN is very likely to advance Al in combination with
unmanned ISR and MDA platforms.

268 Bellas, “The Future Battlefield: Examining the Effects of Emerging Technologies on Philippine Naval Defense,” pp. 85-92.
269 Ibid., pp. 96-98.
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7/ Training for
Defense Al
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“Philippine Army education and training is based on a vision

of creating a highly professional and well-trained Philippine Army

that will win our nation’s wars and contribute to national development.”
Philippine Army Manual (PAM) 8-00, Vision Statement, 2007

Training for defense Al refers to developing the knowledge and skills required

to operate, supervise, evaluate, and govern Al-enabled systems. Training with
defense Al refers to employing Al as an instructional tool, for example, to gen-
erate scenarios, simulate adaptive adversaries, support wargaming, personalize
instruction, or analyze performance. It is understood as an emerging extension of
the AFP’s existing education and training system.

This distinction is considerable because publicly documented Philippine initiatives
are currently focused on training uniformed personnel in Al, unmanned systems,
cyber operations, and other digital capabilities. There is considerably less public
evidence that the AFP already employs Al extensively as a training platform, or
that the DND has established comparable Al-literacy programs for its civilian
workforce and the Philippine defense industry.

The baseline training framework emphasizes performance-oriented training, mis-
sion analysis, curriculum review, and joint exercises. For defense Al, training sees
an analogous cycle: identify operational requirements, design instruction, develop
scenarios and tools, conduct hands-on training, and evaluate whether personnel
can apply Al-enabled systems under realistic mission conditions.

7.1 Philippine Army-Specific Training Framework

The Philippine Army’s education and training doctrine provides a useful starting
point for understanding how training is organized and conducted within the ser-
vice, although it is specific to the Army.?’° The primary role of the Philippine Army
during peacetime is to train its soldiers and ready them for combat. Philippine
Army Education and Training 8-00 defines training as the instruction of personnel
to increase their individual and collective capacity to perform military functions.
Training management consequently involves identifying requirements, planning
and resourcing instruction, conducting training, and evaluating performance.?"

270 Because this analysis draws primarily on Army doctrine, further research is required to identify and define corresponding
training frameworks for the Philippine Navy and Philippine Air Force.
271 Philippine Army, “Philippine Army Education and Training Manual,” p. 57.
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Applied to defense Al, the same cycle would begin by identifying the operational
task that Al is expected to support, determining the competencies required of

its users and supervisors, designing practical exercises, and assessing whether
personnel can employ the system reliably under operational conditions:?2

Train for Position equips army personnel with the knowledge, skills, and attitudes
needed to perform assigned tasks efficiently. This means Al instruction should
correspond to the responsibilities of a particular position. Operators require
system-handling and troubleshooting skills; intelligence personnel require
data and analytical competencies; commanders must understand the limits
and uncertainties of Al recommendations; and acquisition, legal, and civilian
personnel require competencies in evaluation, contracting, data governance,
cybersecurity, and accountability.

Train for Combat Readiness prepares the army to fight effectively, win battles, and
perform joint, combined, and non-traditional military roles. For defense Al, per-
sonnel should learn to operate Al-enabled systems under degraded commu-
nications, incomplete data, cyberattack, adversarial deception, sensor failure,
and time pressure. Training must also include manual fallback procedures so
that a unit remains operational when an Al capability becomes unavailable or
unreliable.

Train to Promote Leadership Development and Skill Proficiency develops officers
and soldiers as capable leaders who can accomplish missions effectively and
efficiently. This means that Commanders should be able to interpret Al out-
puts, question the assumptions behind them, recognize automation bias, and
decide when to accept, modify, or reject a recommendation. Technical person-
nel require more in-depth and recurrent instruction because models, software,
datasets, and threats evolve over time.

Application of Doctrine in Training ensures that training is based on validated,
dynamic doctrines while supporting doctrine evaluation and development. For
Al-related exercises, it should apply existing doctrine, rules of engagement,
legal requirements, and command responsibilities. At the same time, training
can help determine whether existing doctrine remains adequate when person-
nel work with automated or semi-autonomous systems. Lessons from exercises
should therefore inform doctrine development.

Realistic Training uses real-life scenarios or simulations to build competence and
confidence. Al systems should be evaluated using representative mission data
and Philippine operating conditions, including local terrain, weather, languages,
communications limitations, and anticipated adversary behavior. Cyber ranges,
simulations, red-team activities, and field exercises can expose personnel to er-
roneous outputs, corrupted data, spoofing, and other realistic failure scenarios.

272 Ibid., pp. 1-1-1-2.
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= Continuous Training sustains individual and unit efficiency while maintaining a
ready pool of human resources. The evolving nature of Al systems can change
following updates to software, models, sensors, or data. Personnel should
undergo recurrent training and recertification, and after-action reviews should
identify both human performance problems and technical deficiencies in the
system.

7.2 Institutional Responsibilities

Responsibility for defense Al training would likely operate through the AFP’s exist-
ing joint and service-level education and training structures. At the AFP-wide level,
the principal staff body is the Office of the Deputy Chief of Staff for Education and
Training (OJ8), which provides direction for education, joint training, exercises, and
doctrine development across the Armed Forces.?”?

The AFP Education, Training, and Doctrine Command (AFPETDC) is a distinct
AFP-wide command concerned with joint education, training, and doctrine. The
relationship between AFPETDC and the AFP is evident in joint exercises such as
AJEX DAGITPA?* for exercises and training towards Territorial Defense Operations

(TDO).?s

Table 2 outlines this service-level structure. Although its constituent offices and
commands have not been publicly assigned defense Al responsibilities; defense Al
training would most likely permeate these institutional channels as related require-
ments are coordinated and implemented across the services.

Institutional interest in Al is most evident at conferences. The AFP’s 2024 PRIME
Academic Conference indicates that Al has entered institutional discussions about
military education. Its theme, “Empowering Education Through Artificial Intelli-
gence and Data Science: Innovation and Ethical Practice,” brought together the
AFP Corps of Professors and personnel from Education and Training Institutions to
discuss research and modernization of the AFP’s educational frameworks.?’¢ Such
exchanges may provide the groundwork for translating general awareness into
formal research priorities, curricula, and professional standards for defense Al.

273 Philippine Army, “AFP, Army Discuss Education, Training and Doctrine Development.”

274 AFP Joint Exercise DAGIT-PA's name derives from dagat, langit, and lupa—sea, air, and land—and reflects the participation of
the Philippine Navy, Philippine Air Force, and Philippine Army.

275 AFP, “AFP Achieves Enhanced Capabilities in AJEX DAGITPA 2022."

276 AFP, “AFP Hosts 2nd PRIME Academic Conference Focused on Innovation and Ethical Practices in Military Education,” Novem-
ber 27, 2024.
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Table 2: Service-Level Education, Training, and Doctrine Structure

[séce N e N s o

Philippine Army Office of the Assistant Chief of | Training and Doctrine Command
Staff for Education and Training | (TRADOC): Establishes institution-
(OG8): Responsible to the al training standards; conducts
Commanding General, Philippine | pre-entry, career, and specialization
Army, for education and training | courses; develops and validates
management, doctrine-devel- doctrine; evaluates unit training;
opment management, joint and | publishes manuals and instruc-
combined training, and exercises | tional materials; and undertakes

management.’ training- and doctrine-related
research.?

Philippine Navy Office of the Assistant Chief Naval Education, Training and
of Naval Staff for Education, Doctrine Command (NETDC):
Training and Doctrine (ON8): Serves as the Navy's command-lev-
Serves as the Navy staff office el institution for education, training,
for education, training, and and doctrine.*
doctrine.?

Philippine Air Force | Office of the Assistant Chief Air Education, Training and Doc-

of Air Staff for Education and trine Command (AETDC): Serves
Training (OA8): Serves as the Air | as the Air Force’s command-level
Force staff office for education | institution for education, training,
and training.® and doctrine and provides compre-
hensive education and training to
PAF personnel.®

Sources:

AFP, “Office of the Assistant Chief of Staff for Education and Training G8," p. 4

Philippine Army, “Philippine Army Education and Training Manual,” p. 2-1.

Philippine Navy, “Education & Training - N8."

Philippine Navy, “Education and Training Command, Philippine Navy."

Philippine Air Force, “PAF Strengthens Training Excellence through Education and Training Family Conference 2026.”
Philippine Air Force, “Education and Training Command.”
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7.3 Training Al Talent

The Philippines hosts a vibrant ecosystem of global Al tech providers that offer
accessible, structured learning paths for beginners and practitioners alike. In 2022,
Amazon Web Services (AWS) introduced the re/Start program, offering free skills
training to encourage Filipinos to pursue careers in cloud computing. In 2023,
Google Philippines launched a free Al skills development course to promote Al
and machine learning education for Filipinos. By 2024, Microsoft plans to train
100,000 Philippine women in Al and cybersecurity. To increase the number of Al
talents in the country, many Philippine universities and colleges are now offer-

ing more specialized programs in data science and Al at both the graduate and
undergraduate levels. The Asian Institute of Management (AIM) stands out with

its internationally recognized Master of Science in Data Science (MSDS) program,
considered one of the top data analytics master’s programs in the region. AIM

has also introduced a Bachelor of Science in Data Science and Business Adminis-
tration, along with a Ph.D. in Data Science. Furthermore, in 2022, the University
of the Philippines - Diliman launched its doctoral program in Al at the College of
Engineering to advance Al research through cutting-edge dissertation work.?””
More recently, Microsoft Philippines reported in its latest Work Trend Index Annual
Report that Philippine workers?’® are among the most advanced Al users, but
organizations must improve how they manage people, processes, and technology
to fully capture Al's value.?”?

In terms of defense, the available evidence currently focuses on the uniformed
military workforce. This includes cadets, cyber personnel, communications and
information systems specialists, explosive ordnance technicians, and participants
in multinational exercises.

Training the civilian workforce of the DND is equally important. A mechanism

for addressing this gap exists outside the defense establishment. In April 2026,
the Development Academy of the Philippines launched its National Capabili-
ty-Building Program on Artificial Intelligence as a whole-of-government initiative
for public institutions and civil servants. Earlier initiatives such as the SPARTA
project, through a DOST-PCIEERD grant in partnership with the Analytics and Al
Association of the Philippines and Coursebank, created training pathways for data
associates, data stewards, data engineers, data analysts, data scientists, and ana-
lytics managers. Its learning pathway begins with foundational Al knowledge and
progresses toward certification and practical application.?®® Project SPARTA also

277 DTI, “NAISR 2.0," pp. 21-22.

278 The report identified ‘Frontier Professionals’ as the most advanced Al users, with 25% being Filipino Al users against 16
percent globally. They leverage Al for multistep tasks, redesign workflows, set quality standards, and retain human judgment.

279 Garcia, “PH ahead in Al use, but firms lag.”

280 DAP, “SPARTA.”
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expanded national competencies in data stewardship, engineering, analysis, and
data science, with DOST-PCIEERD originally seeking to upskill 30,000 Filipinos.?®!
These initiatives strengthen the national talent pool but should be described as
enabling programs rather than existing defense Al training.

At present, national technology programs, university courses, and commercial
training initiatives are understood as an external recruitment and skills pipeline
compared to a coordinated defense-industrial training system.

7.4 Current Developments in Al Training

Current developments suggest that Al is entering AFP training through three
main channels: professional military education, cyber-defense exercises, and
mission-specific technical training. PhilSA's security-sector Al program addresses
machine learning, deep learning, image processing, and the detection of ships,
aircraft, and vehicles in satellite imagery, camera imagery, and drone imagery.?%? In
2025, 30 Philippine Air Force officers and personnel were certified as Information
Technology Specialists in Artificial Intelligence after completing instruction on
machine-learning applications and Al ethics.?

At the professional military education level, the Philippine Military Academy (PMA)
has begun incorporating Al, drone operations, cyber warfare, strategic thinking,
and ethical leadership into its curriculum. The PMA's published Bachelor of Sci-
ence in Management, Major in Security Studies curriculum lists two three-unit
subjects titled Unmanned Systems and Atrtificial Intelligence 1 and Unmanned
Systems and Artificial Intelligence 2. The first covers ground, aerial, and naval
drones; simulator-based training; payload integration; mission execution; coun-
ter-drone techniques; command-and-control arrangements; and ethical and legal
considerations. The second introduces the integration of robotics and Al into tac-
tical and security operations, including programming, sensors, voice recognition,
prototype construction, field testing, and iterative improvement.?®* Meanwhile, it
also extends to practical applications in weapons development, Al, cyber warfare,
electronic warfare, space warfare, data analytics, and problem-based learning. The
curriculum also situates contemporary Al questions within its instruction in philoso-
phy and ethical reasoning.?®®

281 DOST-PCIEERD, “DOST-PCIEERD Encourages More Pinoys to Join 10,700 Data Science Scholars.”
282 PhilSA, “PhilSA Trains PNP, PCG, NCWC on Al."
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Cyber defense constitutes the second channel as defense Al training appears
closely linked to cyber operations, data science, and digital resilience. Activities
such as IDEATHON 2025 suggest interest in Al for defense innovation, tactical
communications, and encryption systems.?®¢ In addition, the AFP’s participation

in Exercise Defense Cyber Marvel 3 included an Artificial Intelligence Challenge,
Capture the Flag activities, digital forensics, firewall hardening, VPN tunneling,
cyber range tools, and social media monitoring.?®” This suggests that Al-related
training includes cyber defense, information operations, and the analytical use of
data in contested digital environments. Similarly, the AFP's PRIME Academic Con-
ference focused on “Empowering Education Through Atrtificial Intelligence and
Data Science: Innovation and Ethical Practice,” showing that the AFP is treating
Al as both a modernization issue and an educational reform issue for its education
and training institutions.?®®

The third channel is operational and mission-specific training. According to Safe
Pro, a one-week program hosted by the Philippine Army at Camp Aquino in 2025
trained more than thirty explosive-ordnance-disposal technicians in using Al-as-
sisted drone imagery to identify landmines, cluster munitions, and unexploded
ordnance. The activity was facilitated by the Golden West Humanitarian Founda-
tion under a United States Department of State grant.?®’

During Salaknib 25 in March 2025, soldiers from the Philippine Army’s 5th and 7th
Infantry Divisions and the U.S. Army’s 25th Infantry Division trained in employing
Short-Range Reconnaissance and Medium-Range Reconnaissance unmanned air-
craft systems at Fort Magsaysay. The exchange centered on the Anduril Ghost-X,
an autonomous UAS used for tactical intelligence, surveillance, and reconnais-
sance through autonomous flight and high-resolution imagery. Soldiers practiced
integrating UAS-derived information into the information collection matrix to es-
tablish a common operational picture and improve real-time battlefield awareness
and decision-making. Junior enlisted U.S. soldiers who had experimented with
and mastered the system also trained their Philippine counterparts, while both
armies compared battlefield information preparation methods and refined tactics
for operating autonomous reconnaissance systems under field conditions.?°

Lastly, multinational exercises are also becoming a major training pathway. During
Balikatan 2026, cyber teams from the Philippines, the United States, Australia,
Japan, New Zealand, Canada, and France participated in a multilateral cyber

286 AFP, “AFP Concludes IDEATHON 2025, Strengthens Innovation Partnership with Academe.”

287 AFP, “AFP Excels in NATO Exercise Defense Cyber Marvel 3 with Impressive Rankings.”

288 AFP, “AFP Hosts 2nd PRIME Academic Conference Focused on Innovation and Ethical Practices in Military Education,” Novem-
ber 27, 2024.

289 Safe Pro Group, “Safe Pro Completes Training Program with Philippine Military on Drone Operations and Al Analysis for Army
and Navy Units.”

290 Jackson, “Philippine and U.S. Armies Strengthen Interoperability Through Bilateral Training with Unmanned Aircraft Systems.”
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range exercise involving red teams, blue teams, a white cell, and an intelligence
element. The exercise simulated attacks on critical infrastructure, cyber protection
operations, and the sharing of defensive best practices.?”!

Another Balikatan military exercise features cyber defense training with the AFP
and the US Marine Corps as part of upskilling efforts to secure critical infrastruc-
ture and protect cyberspace networks from data breaches. The training integrated
Al to counter Al-driven threats from adversaries and featured other cutting-edge
technologies, such as unmanned drone systems, during live-fire drills.272

Canada’s 2026 Military Cyber Security Operations Course with the AFP empha-
sized defensive cyber operations, practical detection and response skills, legal
frameworks, interoperability, and joint, interagency, multinational, and public
partnerships.?”

Recent INDOPACOM training developments are also relevant to the Philippines,
as they indicate the kinds of networked C2 environments in which AFP personnel
may increasingly train. In Lightning Surge 2, US Army experimentation with 5G-en-
abled Next-Generation Command and Control generated lessons that will inform
Lightning Surge 3 in the Philippines. For the AFP, the relevance lie less about the
US technical achievement itself than about the training implications: future exer-
cises in the Philippines may increasingly involve digital command posts, shared
operating pictures, tactical data flows, sensor integration, electronic warfare data,
and faster sensor-to-shooter processes.??*

Thus, Al is increasingly being explored as an enabler of planning, analysis, train-
ing, and cyber-related functions. For now, adoption in training remains limited
and in its developmental stages. Expanding defense Al training requires more
than one-time courses such as continuous, hands-on exposure of simulations, and
multinational exercises to overcome limited access to Al systems. It also involves
upskilling both uniformed and civilian personnel through role-based programs.
Lastly, training should continue after Al systems are fielded, using operational
experience to refine doctrine, procedures, and instruction.

291 U.S. Indo-Pacific Command, “Balikatan 26: Multinational Forces Complete Cyber Defense Exercise.”
292 Ticke, “PH, US Soldiers Learn Al Use in Cyber Defense.”
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Philippine defense Al is emerging but not yet mature. The AFP has yet to articu-
late a cogent defense Al strategy, establish a comprehensive regulatory framework
and unified organization, or define a coherent military Al portfolio. The approach
is mission, threat, and data-driven. Al is therefore framed as a force multiplier
instead of an end in itself. The strategic center is outward-oriented archipelagic
defense, and its intended posture is defensive and deterrence-oriented. Human
control is a defining normative commitment.

To address the opportunities and challenges posed by defense Al, the Philippines
must pursue both reactive and proactive approaches. Reactively, it must respond
to emerging geopolitical, cybersecurity, and technological threats; proactively,

it must build the institutional, legal, and technological foundations necessary to
harness Al for national defense.

From a military perspective, defense Al should be framed as a national security
issue rather than mainly a technological challenge. The Philippines cannot afford
to wait for comprehensive legislation before taking action and should begin
developing a defense Al framework that provides strategic direction for capability
development, procurement, governance, and employment. Capacity-building
initiatives must be expanded to develop the human capital required to operate
and manage Al-enabled systems, while existing defense partnerships should be
strengthened to accelerate knowledge transfer and capability acquisition. Given
the country’s geopolitical environment, defense Al should support a de-escalatory
and status quo-oriented strategy centered on deterrence. To reduce organizational
fragmentation, the AFP must establish a dedicated interagency coordinating body
for defense Al and adopt a whole-of-nation approach to improve coordination
across government, industry, academia, and the military.

At the government level, legislation should be enacted to provide legal clarity and
oversight to develop and use Al. The government must continue to diplomatically
manage geopolitical tensions while strengthening partnerships with allies and
like-minded states. Additional funding channels are needed to address delayed
modernization. In parallel structural challenges, including corruption, inadequate
infrastructure, and energy insecurity, must be addressed, as these issues affect
both investor confidence and the country’s capacity to support an Al-enabled
defense ecosystem.

For research and development, the Philippines must strengthen its ability to attract
and retain talent by improving employment opportunities and reducing capital
flight. Investments should focus on upskilling the workforce, expanding research
capacity, and supporting innovation in emerging technologies. Partnerships with
foreign governments, industry, and academic institutions should continue to be
leveraged to accelerate domestic capability development. The long-term success
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of Philippine defense Al will depend not only on technological adoption but also
on the country’s ability to build the institutions, talent base, and strategic vision
necessary to sustain it.

The clearest next step for the government would be to develop a strategy that
links threats, priority missions, governance, and legislation. Its publication would
signal movement beyond the methodological stage. Additionally, the government
should create a coordinating experimentation authority capable of taking projects
from prototype through testing, doctrine, procurement, and force-wide adoption.
The Philippines’ 2026 ASEAN chairmanship offers an avenue to navigate a shared
future of digitalization and regional security.

As this study returns to the horizon from which it began, it concludes with ques-
tions, which the Philippines must now confront. It must return to first principles:
What is Philippine defense Al? What ought it to be? What strategy will transform
scattered initiatives into a coherent national purpose? Who should govern defense
Al, and where should authority, responsibility, and accountability reside? What
technical, legal, ethical, and operational standards should guide its development
and use, and what institutional, infrastructural, industrial, and human foundations
must the Philippines build to make it feasible? What funding strategy can sustain it
amid modernization backlogs and fiscal uncertainty? What political, economic, and
societal risks will accompany its adoption and who will bear them? Above all, how
will the Philippines demonstrate that defense Al strengthens deterrence without
accelerating escalation?

These questions linger not somewhere within or beyond the horizon - they form
the very essence of which horizon comes into view. No machine can save the
nation. It may watch our seas and guard our shores, but the will to remain free
must always be our own.
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